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Everything you need to know about Attune.
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CHAPTER
ONE

WHY ATTUNE

Attune by ServerTribe streamlines and orchestration digital systems with:
* Intuitive script, command, and process automation, mirroring manual inputs.
* Easy development of custom automation solutions.
» Compatibility with popular scripting languages.
* Quick automation process construction.
* [P portability and sharing capabilities.
* Comprehensive multi-server orchestration.
* Centralised scheduling system.
¢ Automated documentation generation.

Designed for flexibility, Attune serves as a centralised, self-documenting platform for reusable processes, files, and
knowledge. It’s versatile enough for enterprise-grade infrastructure and home networks alike.
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CHAPTER
TWO

FIRST STEPS

Are you new to Attune or to scripting? This is the place to start!
* From scratch: Gerting Started
¢ Install Attune for free: Attune Community Edition

e Tutorial: Linux or macOS



http://download.servertribe.com
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CHAPTER
THREE

GETTING HELP

Having trouble? We’d like to help!
* Try the FAQ - it’s got answers to many common questions.
* Connect to our Discord Community.

* Report bugs with Attune in our ticket tracker.



http://discord.servertribe.com
http://issues.servertribe.com
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CHAPTER
FOUR

ENGAGE THE COMMUNITY

¢ Discord
¢ YouTube
¢ Github



http://discord.servertribe.com
https://www.youtube.com/@servertribe
https://github.com/Attune-Automation
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CHAPTER
FIVE

HOW THE DOCUMENTATION IS ORGANISED

Attune has a lot of documentation. A high-level overview of how it’s organised will help you know where to look for
certain things:

* Tutorials take you by the hand through a series of steps to create jobs. Start here if you're new to Attune or
scripting. Also look at the “First steps”.

* Topic guides discuss key topics and concepts at a fairly high level and provide useful background information
and explanation.

* Reference guides contain technical reference of Attune. They describe how it works and how to use it but assume
that you have a basic understanding of key concepts.

* How-to guides are recipes. They guide you through the steps involved in addressing key problems and use-cases.
They are more advanced than tutorials and assume some knowledge of how Attune works.

5.1 Getting Started

New to Attune? Or to scripting in general? Well, you came to the right place: read this material to quickly get up and
running.

Explore Attune with our brief 7-minute demonstration video:
Video Demonstration of creating an automated process in Attune.

If you’d like a live online demonstration of Attune and the opportunity to ask questions, please contact ServerTribe.

Continue to learn about Attune’s Design, Plan, and Run Framework

or jump straight into a tutorial: Linux or macOS

5.1.1 Design, Plan, and Run Framework

Attune is divided into 3 workspaces:
* Design,
¢ Plan, and

¢ Run.

11
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Design
The Design Workspace is where you create your automated and reusable building blocks.
Plan

The Plan Workspace is where you’ll plan a job to run a blueprint and which values are connected to the parameters in
the blueprint. A single blueprint can be used for many jobs with different values.

Schedules can be planned to orchestrate multiple Jobs.

Run

The Run Workspace is where you control your Jobs, Debug your jobs and view your historical logs.
Take a moment to view our quick 2-minute overview of the Design, Plan, and Run Framework:

Video Intro to Attune in 2 Minutes

5.1.2 Tutorials

The following tutorials take you by the hand through a series of steps to create jobs.

Creating your first Linux or macOS Project

Let’s learn by example.
Throughout this tutorial, we’ll walk you through the creation and running of an automated process.
It’1l consist of three parts:

1. Design

2. Plan

3. Run

We’ll assume you have Attune installed already. This tutorial is written for Attune v23.7.3 targeting a Linux or macOS
machine.

Note: If you’re having trouble going through this tutorial, please head over to the Gerting Help section.

Part 1 - Design
Create a project

In the Attune application, navigate to the Design workspace and create a new project.
1. Open the Project dropdown
2. Select New Project at the bottom of the list
3. Choose Create blank project
4. Enter a Project Name such as: Linux Tutorial
5

. Select Create
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6. Select Switch Project

This will create and select the new Project. Verify that the new project is selected in the Project dropdown.

Create parameters

Open the Parameters drawer in the Design workspace and create the parameters listed in the table below.

Table 1: Parameters

Type Name

Linux/Unix Node Tutorial Node
Linux/Unix Credential Tutorial User
Basic Node Tcp Ping Node
Text Continue Tutorial

Close the Parameters drawer when you’re finished.

Create files

Open the Files drawer in the Design workspace and create the two files as per below.
Firstly, create a version controlled file:
1. Select Create File Archive
2. Set the Type: Version Controlled Files
3. Enter the Name: Tutorial Config
4. Select Create
Create a file within the file you created:
1. Select the root folder . /
Select Create File
Enter the Name: config.cfg
Select Create

Select the config.cfg you created

SAE U i

Enter the code below

Tutorial Host: {node.hostname}
Tutorial User: {credentials.user}

7. Select Save
Secondly, create a large file archive:
1. Select Create File Archive

2. Setthe Type: Version Controlled Files

5.1. Getting Started
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3. Enter the Name: Tutorial Large File
4. Select Create
5. Drag a file and drop it on the Replace Contents section.

Close the Files drawer when you’re finished.

Create a blueprint

Create a new blueprint.
1. Select Create Blueprint
2. Set the Blueprint Name: Linux Tutorial Blueprint

3. Select Create

Create the steps
Execute Linux script

Select the blueprint you created. On the step select the Create Step Option.

Note: The following script will intentionally fail to later demonstrate fixing a running job.

Script:

echo "The operation failed."

exit 1

Select Save

Note: At this point you can skip to Part 2.

Execute Linux script with responses

Select the previous step you created. On the step select the Create Step Option.

Table 2: Execute Linux Script With Responses

Type Execute Linux Script With Responses

Name Linux Tutorial execute linux step with responses
Target Node Tutorial Node

Credential Tutorial User

Prompt Response Continue?==={continueTutorial}

Script:

14 Chapter 5. How the documentation is organised




Attune Documentation

echo "Continue?"
read response

lowercase_string=$ (echo "S$Sresponse" | tr '[:upper:]' '[:lower:]"')

if [ "$lowercase_string" == "yes" ] || [ "Slowercase_string" == "y"
echo "You responded: {continueTutorial}!"

else
echo "You responded: {continueTutorial}! This step will stop!"
exit 1

fi

1; then

Select Save

Tep ping
Select the previous step you created. On the step select the Create Step Option.

Table 3: Tcp Ping

Type Tcp Ping
Name Linux Tutorial tcp ping
Target Node Tcp Ping Node

1. Select Save

2. Drag the step to the beginning of the Blueprint

Group step

Select the last step in the Blueprint. On the step select the Create Step Option.

Table 4: Group Step

Type Group Step

Name Linux Tutorial group step

Select Save

Push files

Select the group step in the Blueprint. On the step select the Create Step Option. Select > Under to create the step in

the group step.

Table 5: Push Files

Type Push Files

Name Linux Tutorial push files
Target Node Tutorial Node

Credential Tutorial User

Files Tutorial Large File
Remote Path ~/attuneTutorial/

5.1. Getting Started
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Select Save

Push compiled files

Select the previous step you created. On the step select the Create Step Option.

Table 6: Push Compiled Files

Type Push Compiled Files
Name Linux Tutorial push compiled files
Target Node Tutorial Node
Credential Tutorial User
Files Tutorial Config
Remote Path ~/attuneTutorial/
Check the config.cfg file.

Table 7: config.cfg

Mako Parameter Type Attune Parameter
node Linux/Unix Node Tutorial Node
credentials Linux/Unix Credential Tutorial User

1. Select Test Dynamic File Generation and verify there are no errors in the Mako script

2. Select Save

Cleanup the files

Select the previous step you created. On the step select the Create Step Option.

Script:
directory="~/attuneTutorial/"
if [ -d $directory ]; then

cd $directory
echo "Listing all files in $directory:"
ls —-1ltrh
echo "Displaying the contents of config.cfg:"
cat config.cfg
echo "Moving out of $directory to prepare for deletion."
cd ~
echo "Removing the directory $directory and its contents."
rm -rf $directory
else
echo "$directory doesn't exist!"
fi

Select Save

16 Chapter 5. How the documentation is organised
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Link existing step

Select the group step in the Blueprint. On the step select the Link Existing Step Option. Select V After to link a step
after the group step.

1. SetStep: Linux Tutorial execute linux step

2. Select Link

Commit your project changes

1. Select Commit
2. Set the Commit Message: Created Linux Tutorial Blueprint
3. Select Commit

Congratulations, you have created your Blueprint.

Part 2 - Plan

In the Attune application, navigate to the Plan workspace.

Create values

Open the Values drawer in the Design workspace and create the three values required for the job.

Linux/Unix Node

1. Select Create Value

2. Populate the form

Table 8: Linux/Unix Node

Type Linux/Unix Node
Name {name of your device}
IP Address {device IP address}
Hostname {hostname }

Domain Name {domain name}

3. Select Create

5.1. Getting Started 17
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Linux/Unix Credential

1. Select Create Value

2. Populate the form

Table 9: Linux/Unix Credential

Type Linux/Unix Credential
Name {name of your user}
User {username}

3. Select Create

4. Find the value and update the Password

Basic Node

1. Select Create Value

2. Populate the form

Table 10: Linux/Unix Node

Type Basic Node

Name search.brave.com
IP Address search.brave.com
Hostname search

Domain Name brave.com

3. Select Create

Text

1. Select Create Value

2. Populate the form

Table 11: Text

Type Text
Name yes
Variable ves
3. Select Create
Close the Values drawer when you’re finished.
18 Chapter 5. How the documentation is organised
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Create the tree

Create the tree of your environment.

1. Select Create Tree

Select Create

SAE U i

Select Create

Set the Name: {environment name}

Expand the dropdown on the first node in your tree and select Create Node

Set the Name: {device hostname}

Create the plan

Create the plan for your tutorial job.

1. Expand the dropdown on the device node and select Create Plan

Select Create

Add Blueprint

Select Save

N R wN

Populate the Values

Set the Name: {hostname} Linux Tutorial Job

Select the plan you created

Table 12: Plan Inputs

Parameter Value

Tutorial Node select the device

Tutorial User select the credentials

Tcp Ping Node select the ping node search.brave.com
Continue Tutorial select yes

8. Select Save

Congratulations, you have created your Plan.

Part 3 - Run

In the Attune application, navigate to the Run workspace.

1. Search for and select you Job

2. Select Reset Job
3. Select play

5.1. Getting Started
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Fix the error

Fix the script on the failed step and resume the job.
1. Select the failed step Linux Tutorial execute linux step
2. Select Edit Step
3. Replace the Script with the following

echo "This step works!"

4. Select Save
5. Select Run only this step
6. Verify the step run successfully

7. Select Run job from select step

Reset the Job and archive the current logs

Review the logs for each steps then archive.
1. Inspect each step
2. Select Reset the job and archive the current logs
3. Select the History tab

4. Inspect the most recent log

Tutorial completed

Congratulations, you have completed the tutorial.

5.2 Using Attune

High-level topics and concept to help you create and deploy your best work:

5.2.1 Designing Automation Projects

Projects

Creating Projects

Ideally, you aim to initiate a Project with a defined purpose, crafting it as a modular building block for seamless
integration into end-to-end automated workflows.

Use a name that describes the purpose of the Project. If the Project will be shared publicly, consider Search Engine
Optimisation (SEO) when naming the Project. Attune generates the files for GitHub Pages to generate a website for
your Project.

20 Chapter 5. How the documentation is organised
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The following examples are Projects created to be modular building blocks:
e Create Windows ISO with autounattend built on Windows
* Create Windows ISO with autounattend built on macOS or Linux
* Create Red Hat Enterprise Linux RHEL with kickstart built on macOS or Linux
e Intel NUC Drivers
e MSI Drivers
e PiKVM APIs from Windows
¢ PiIKVM APIs from macOS or Linux
e VMWare ESXi APIs from macOS or Linux
e oVirt APIs from macOS or Linux
e PiKVM Windows Installer from a Windows Machine
The following examples link Blueprints from the above Projects to automate an end-to-end process:
e PiKVM Windows Installer from a Windows Machine
* VMware ESXi Red Hat Enterprise RHEL Installer from a macOS or Linux Machine
This promotes re-usability and makes it easier to update and maintain specific pieces of functionality.
Project Descriptions

Use the Project description to describe the purpose of the Project. A quality Project description encourages collabora-
tion, maintainability, and knowledge transfer.

Project Management

You can version control your Projects, ensure you frequently commit your changes. Publish and push your commits
to Git repositories. Leverage publicly shared Projects such as Attune Automation on GitHub.

Blueprints

Creating Blueprints

Blueprints complete a required process. Make best effort to use Parameters so that you minimise the number of
Blueprints to maintain. Use a name that describes the process being performed.

Blueprint Descriptions

Use the Blueprint description to describe the process performed by the Blueprint. A quality Blueprint description
encourages collaboration, maintainability, and knowledge transfer.

Steps

Break down your script into small, discrete steps, each dedicated to performing a specific action. Additionally, ensure
that your scripts are designed to be idempotent, meaning they can be run multiple times without causing unexpected
side effects. This approach not only enhances the clarity of your code but also simplifies the debugging process,
making it more efficient and less error-prone.

5.2. Using Attune 21
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Parameters

Using Parameters in Steps and Files greatly increases the flexibility of the Blueprints. Ensure that names are intuitive
and that comments clearly describe the expected value to help users when populating the Plans.

5.2.2 Automate Operating System Installation
Attune provides a solution to streamline the OS installation process. It works across Windows and Linux on many
physical or virtual controllers, such as:

e iDrac

¢ PIKVM

e oVirt

* HyperV

* VirtualBox

¢ Proxmox

* ESXi

Or you can create bootable flash drives if you don’t have access to a controller.

Getting Started

Setup the Worker

A worker is key in creating ISO files. Workers handle tasks. These tasks include unpacking ISO files. They also
involve adding drivers and settings.

You will send files to the controller and call APIs.
The worker can be on macOS, Linux, or Windows. Attune Projects work with Windows, macOS, and Linux workers.
Here is a list of the setup projects to clone:
* Setup Windows to Automate Operating System Installations
 Setup macOS or Linux to Automate Operating System Installation
Follow the instructions within the project to setup your worker.
Understanding the process
Two parts make up the OS installation automation.
1. Creating the ISO files and
2. Building the Machine.

The two parts merged into Glue Projects, performing a unique process.

22 Chapter 5. How the documentation is organised
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Creating the ISO(s)

To make an ISO image, set up separate Attune Projects. Each OS and worker type needs Blueprints for ISO creation.
The ISO creation process is controller-independent. No controller-specific details needed.
Tasks needing controller info go in Controller APIs Project.

e Create Windows ISO with autounattend built on Windows

* Create Windows ISO with autounattend built on macOS or Linux

* Create Red Hat Enterprise Linux RHEL with kickstart built on macOS or Linux
Project Naming
The following way names the projects to create the ISO’s.
Create {os_name} ISO with {method} built on {worker_type}.
os_name examples:

* Red Hat Enterprise Linux RHEL

* Windows

e Ubuntu

* Debian
method examples:

* Kickstart

* Preseed

* autoinstall

* autounattend
worker_type examples:

* Windows

* macOS or Linux
Parameters

This Project will need a worker to build the ISO image. This worker can be the device Attune is running on or another
device. We will name this device:

Automation Worker {type}
We will name the parameters for the new operating system that we are creating:
New OS {type}
type examples:
* Node
 User: {account such as ‘root’, ‘Administrator’, or ‘non privileged’ }
* Base Directory
Blueprints
We will name the Blueprint:

Create {os_distribution} {installation_method} ISO.

5.2. Using Attune 23
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os_distribution examples:
* Red Hat Enterprise Linux 8 (RHELS)
* Windows 10 (Win10)
¢ Windows Server 2019 (Win2019)
installation_method (for Windows only) examples:
 Single
* Dual
* WinPE
Attaching Drivers

The device drivers and ISO creation projects work independently. Drivers go into a drop directory before ISO creation.
When creating an ISO, it copies drivers into it.

e Intel NUC Drivers

e MSI Drivers
Create new projects for your devices drivers and add to this growing list.
Test and Cleanup

The Project will include a Blueprint to test the installation. It will also include a Blueprint to clean the build files on
the worker.

Building the Machine
In this section, we’ll set up distinct Attune Projects for each controller. To ensure Blueprints work on any operating
system, we can also make a bootable flash disk.

We’ll name these projects and specify details. These include the device running scripts, the controller, host machine,
and build machine. Additionally, we’ll include information on CPU count and boot ISO directory.

Our goal is to make Blueprints in the Controller APIs Project compatible with any OS. Yet, Linux and Windows differ.
So, complete OS agnosticism may not always be possible.

e PiKVM APIs from Windows

e PiKVM APIs from macOS or Linux

e VMWare ESXi APIs from macOS or Linux

* oVirt APIs from macOS or Linux

* Windows Storage cmdlets
Project Naming
The Projects perform processes on machine controllers and virtual hosts. Here are their names:
{controller} APIs from {worker_type}
controller examples:

* iDrac

¢ PIKVM

* VMWare ESXi

worker_type examples:

24 Chapter 5. How the documentation is organised
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¢ Windows

¢ macOS or Linux

Or, the Project Name for creating bootable USB disks will differ.

Parameters

This Project may need a device to run scripts and send commands to the controller. This device can be the Attune

Server or another device. We will name this device:

Automation Worker {type}
Name the controller or host machine:

Controller {type}

We will name the machine that we are going to build or rebuild:

Build Machine {type}
type examples:

* Node

» ESXi Host

¢ vCenter Node

e User: {account such as ‘root’ or ‘non privileged’}

» CPU Count
¢ Boot ISO Directory

Putting it all Together (Glue Projects)

This last part is about glue projects. They help make Plans for building machines easier. The key is setting parameters

and removing duplicates.

Project Naming

The Projects perform the whole workflow. They install an OS on a machine. The following names are:

{controller} {os_name} Installer from a {worker_type} Machine

controller examples:

¢ iDrac

¢ PiKVM

¢ VMWare ESXi
os_name examples:

* Red Hat Enterprise Linux RHEL

* Windows

e Ubuntu

e Debian
worker_type examples:

* Windows

¢ macOS or Linux

5.2. Using Attune
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Parameters
When linking Blueprints into the Glue Project, set Parameters in advance. Also, combine any duplicate Parameters.

For an example of a Glue Project: PiIKVM Windows Installer from a Windows Machine

Wrapping Up: Streamlining OS Installation

This framework automates installing different OS with Attune Projects. It covers creating ISO images, setting up
machines, and integrating components. It focuses on clear naming, scalability, and system-agnostic design. This
approach simplifies OS installations, making them efficient and reliable. Users get automated installations on various
hardware and virtual setups.

5.2.3 Boolean Best Practices

It is best to use booleans in your scripts rather than using an integer to check for the truth of a statement. The reason
for this is that it cleans up the code and makes it more intuitive when mapping values to parameter.

For example, if a parameter is called Create Full Backup, t rue makes more sense than 1

Bash

true and false are native to Mac and Linux operating systems, this means variable can be evaluated without
assigning integers.

For example:

if {attuneVar}
then

echo "true"
fi

Attune substitutes the a value into the {attuneVar} parameter.

If the value is t rue :

if true
then

echo "true"
fi

Boolean Demonstration  Success z @
Va

 (DBoolean Demonstration Bash Booleans  success

(VBash Booleans LastRun:  On 21-Nov-2023 07:37 +13:00, it took 0.448s

(DPython Booleans Exit status is 0
Time Severity Log Line

07:37:04 Stdout true

If you want to evaluate a variable as false, you can use the NOT operator !

if ! false
then

echo 'This is false'
fi

26 Chapter 5. How the documentation is organised
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Multiple values can be evaluated with the AND operator & &

if true && ! false
then
echo 'The first value is true and the second value is false'
fi
Powershell

The same is true for Powershell except Powershell use $true and $false.

For example:

if (S${{attuneval}}) {
Write—-Host "true"

Attune substitutes the value into the {attuneVar} parameter.

If the value is t rue :

if (Strue) {
Write—-Host "true"

Boolean Demonstration  Success AO)
a

V (DBoolean Demonstration Powershell Booleans  success

(DBash Booleans LastRun:  On 21-Nov-2023 08:23 +13:00, it took 2.464s
)Python Booleans Exit status is 0

(DPowershell Booleans Time Severity Log Line

08:23:05 Stdout true

If you want to evaluate a variable as false, you can use the NOT operator —not

if -not ($false) {
Write—-Host "Not False"

Python

Python uses True and False. To keep the use of booleans consistent throughout a project, you are able to assign the
booleans to variables at the beginning of a Python script.

For example:

true=True
false=False

if {attuneval}:

print ("Do the work for true")
else

print ("Do the work for else")

5.2. Using Attune 27
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If the Parameter is mapped to t rue, Attune substitutes t rue into the {attuneVal} parameter which is assigned
to True.

true=True
false=False

if true:

print ("Do the work for true")
else

print ("Do the work for else")

\/ (©Boolean Demonstration Python Booleans  success

Boolean Demonstration Success ﬁ @
2

(OBash Booleans LastRun:  On 21-Nov-2023 07:39 +13:00, it took 0.3965

(DPython Booleans Exit status is 0
Time Severity Log Line

07:39:29 Stdout Do the work for true

If you want to evaluate a variable as false, you can use the NOT operator not

true=True
false=False

if not false:

print ("Do the work for true")
else

print ("Do the work for else")

Multiple values can be evaluated with the AND operator and

true=True
false=False

if not false and true:

print ("Do the work for true")
else

print ("Do the work for else")

28 Chapter 5. How the documentation is organised
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5.2.4 Documentation Best Practices

Effective project communication is paramount, and Attune provides a robust platform to facilitate this.

This article outlines best practices for crafting clear and concise documentation.

Clear and Concise project Communication

The significance of clear and concise project communication cannot be overstated. It forms the foundation of suc-
cessful software development. Documentation serves as a critical tool in aligning all stakeholders ensuring a shared
understanding of project objectives and requirements. In its absence, miscommunication and confusion may emerge,
resulting in delays, errors, and project setbacks.

Benefits of Clear Communication

Clear and concise project communication creates effective team collaboration. By offering precise instructions, guide-
lines, and expectations, documentation facilitates seamless teamwork, minimising misunderstandings and enhancing
productivity and efficiency. Moreover, clear documentation expedites the onboarding of new team members, as they
can swiftly grasp the project’s structure, codebase, and requirements.

Attune Documentation

The Attune platform empowers all users to add and modify comments and descriptions on all items from projects
and Blueprints through to Values and Schedules. The comments and descriptions are easily accessed in the plat-
form, however are also used to populate a repository README.md file and webpage documentation. The webpage
documentation is rendered in GitHub Pages.

Attune’s support for Markdown makes it an ideal option for crafting clear and well-formatted documentation. Mark-
down is an intuitive lightweight markup language. Utilising Markdown can significantly improve the readability and
visual aesthetics of the documentation.

Writing the project Description

A project description is a crucial component of any Attune project. It serves as the entry point for the project, providing
an overview of its purpose, features, and more. Creating a comprehensive project description allows you to effectively
communicate the project’s value and encourage collaboration with other developers.

1. Start with a project objective

Begin the project description with a brief objective of the project. Clearly state the purpose, goals, and intended
audience of the project. This helps readers quickly understand the project and whether it aligns with their needs.

2. Include prerequisite instructions

Provide detailed instructions on prerequisite steps for the project. Include any dependencies, system requirements, and
step-by-step instructions. This helps other developers get started with the project quickly and reduces potential issues
related to installation. In this step, use numbered lists instead of bullet points.

3. Highlight key features

Showcase the key features and functionalities of the project. This lets readers quickly grasp what the project offers
and its potential benefits. Use bullet points or concise descriptions to highlight the main features.

4. Provide usage examples

Include usage examples to help readers understand how to use the project effectively. This can include code snippets,
command-line examples, or screenshots demonstrating the project in action. Real-world examples make it easier for
readers to relate to the project and envision how it can solve their problems.
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5. Document API references

If the project exposes an API, document the API endpoints, request/response formats, and authentication requirements.
This helps developers integrate the project with their applications and ensures a smooth integration process.

Writing the Blueprint Description

Similar to the project description, a Blueprint description is a crucial component of any Attune Blueprint. It serves as
the entry point for the Blueprint, providing an overview of its purpose, features, and more. Creating a comprehensive
Blueprint description allows you to effectively communicate the Blueprint’s value and encourage collaboration with
other developers.

1. Start with a blueprint objective

Begin the Blueprint description with a brief objective of the Blueprint. Clearly state the purpose, goals, and intended
audience of the Blueprint. This helps readers quickly understand the Blueprint and whether it aligns with their needs.

2. Include prerequisite instructions

Provide detailed instructions on prerequisite steps for the Blueprint. Include any dependencies, system requirements,
and step-by-step instructions. This helps other developers get started with the Blueprint quickly and reduces potential
issues related to installation. In this step, use numbered lists instead of bullet points.

3. Highlight key features

Showcase the key features and functionalities of the Blueprint. This lets readers quickly grasp what the Blueprint
offers and its potential benefits. Use bullet points or concise descriptions to highlight the main features.

4. Provide usage examples

Include usage examples to help readers understand how to use the Blueprint effectively. This can include code snippets,
command-line examples, or screenshots demonstrating the Blueprint in action. Real-world examples make it easier
for readers to relate to the Blueprint and envision how it can solve their problems.

5. Document API references

If the Blueprint exposes an API, document the API endpoints, request/response formats, and authentication require-
ments. This helps developers integrate the Blueprint with their applications and ensures a smooth integration process.

5.3 “How-to” guides

Here you’ll find short answers to “How do ... ?” types of questions. These how-to guides don’t cover topics in depth.
However, these guides will help you quickly accomplish common tasks.

5.3.1 How To Clone a GIT Project
Objective

This procedure provides instructions to clone a project into an instance of Attune.
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Procedure

Clone a GIT Repository into Attune

Start the Clone process in Attune.
1. Open the Design Workspace
2. Open the Project options dropdown
3. Select Clone

‘ATTUNE ;;";;’5;02 Design B Pan  ® Run 88 Self-Service Portal ® ! ©
= Parameters [ Files <@ Blueprints @ Steps B CQO;

+ Add

® Create

o & Clone

= Import

Select or Create a new blueprint

Create a Blueprint by clicking on the +Add

Paste the GIT repository URL into Attune.
1. Paste the URL
2. Select Clone

Clone Project o X Cancel

Clone URL

Download Large Files ()

Note: If the Download Large Files option is enabled, Attune will attempt to download files that have a URL to their
source.

Complete

This procedure is now complete. Now that this project is in your Attune instance you can begin creating Jobs.
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5.3.2 How To Create a Job

Objective

This procedure provides instructions to create adn run a Job in Attune.

Procedure

Create a Job

Navigate to the Plan workspace and create a Job from a Blueprint in the Project you cloned.

1. Open the Plan Workspace
Navigate to Jobs
Enter your Job Name

Select the Blueprint to use

A

Select Create

Powered by = 2
‘ATTUNE ety | 2 Deoﬁl Plan ® Run 88 Self-Service Portal

= Vao-w Jobs Q@ Schedules
Q Create new Job Plan

o * Name:
o * Blueprint:
Create a lob by clicking on the +Add button.

* Historical jobs to keep:

Comment:

Self-Service Portal Job::

Create the Values required to fill the Parameters for the Job.

1. Navigate to Values
2. Select the Value Type
3. Enter the Value Name

4. Select Create

TTUMNE | Pomersdby £ Design Plan ® Run 88 Self-Service Portal

SERVERTRIBE

= Values -2 Jobs @ Schedules

Create Value

Type

¢

Name

Create a Value by clicking on the +Add button |

Comment

Note: After selecting the Type of Value you’ll be provided fields to complete.
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Configure the Parameters for the Job you created.
1. Select the Job
2. Navigate to Inputs
3. Populate the Values

4. Select Save

Poweredy ¥
‘ ATTUNE  Doresdor o 2 Design E Plan ® Run 88 Self-Service Portal A @

= Values = lobs @® Schedules

q a eat Edit docker01 m
Inputs Parameter o Value 8

Run a Job

Run your Job.
1. Open the Run Workspace
2. Select the Job
3. Select Run

Poweredty ) = e trca

‘ATTUNE Foweredty ¢ 2 Design B 0(}} Run 88 Self-Service Portal ® R’ B
Run

Q a | o -

History v

Steps With Warnings
Steps Failed

Steps Not Executed

Complete

This procedure is now complete, you’ve successfully run a Job in Attune.

5.3.3 How To Setup WinRM, CIFS Manually
Objective

This procedure will setup a Windows desktop or server to allow connections and Automation from Attune. This is
done via enabling Windows File Sharing (CIFS) and Windows Remote Management (WinRM).
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Procedure

To enable WinRM, run the following command in PowerShell.

# Enable WinRM with HTTPS, via PowerShell

# This is for windows deployment step

Enable-PSRemoting —-SkipNetworkProfileCheck -Force

Remove-Item —-Path WSMan:\Localhost\listener\listener* —-Recurse;
New-Item —-Path WSMan:\LocalHost\Listener

—Transport HTTPS °

—Address *

—CertificateThumbPrint ~
(New—-SelfSignedCertificate
-CertstorelLocation Cert:\LocalMachine\My °
-DnsName $env:computername
-NotAfter (get-date) .AddYears(6)).Thumbprint

-Force
Restart-Service -Force WinRM
New-NetFirewallRule -DisplayName 'WinRM HTTPS' ~
—Name 'WinRM_HTTPS' °
—-Profile Any °
—-LocalPort 5986 °
-Protocol TCP

# Enable CredSSP on Winll, via PowerShell

SosName = (Get-ComputerInfo) .OsName

if (SosName -like "*Windows 11x") {
Enable-WSManCredSSP —-Role Server

To verify WinRM with HTTPS is enabled, run the following command in PowerShell:

Get-WSManInstance WinRM/Config/Listener —-Enumerate | Where-Object { $_.transport -eq
"HTTPS" }

To enable file and print sharing, run the following command in PowerShell:

# Enable File and Print sharing, via PowerShell

# This is for windows deployment step

Get-NetFirewallRule -DisplayGroup 'File and Printer Sharing'
| Set-NetFirewallRule -Profile Any -Enabled true

To verify file and print sharing is enabled, run the following command in PowerShell:

Get-NetFirewallRule -DisplayGroup "File And Printer Sharing" | select DisplayName,
—Enabled
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Complete

This procedure is now complete. Your file and printing sharing is enabled.

5.3.4 How To Setup WinRM Via AD

Setting up WinRM via Active Directory:

Objective

This procedure provides instructions to automatically enable WinRM with HTTPS via Active Directory group policies.

Attune uses WinRM to execute commands on windows desktops and servers. WinRM, combined with improvements
in PowerShell Cmdlets is Microsofts emerging solution for scriptable administration of windows servers.

Note: If you don’t have a domain and the target computers joined to the domain, then this procedure isn’t for you.

Note: This setup is straight forward with defaults, your corporate environment may require alterations to the proce-
dure.

Setup :
1. Windows 2012 R2 Server, with Active Directory Domain Services configured.

2. Target servers are joined to the domain.

Procedure
The following procedure all performed via a Remote Desktop session to the domain server.
Adding Certificate Server Role

1. Open the Server Manager

2. Select “Add roles and features”
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l Local Server

Ii AlrServers

f§ ADDs
& DNS
3 File and Storage Services P
WHAT'S NEW
LEARN MORE
ROLES AND SERVER GROUPS
e - =— File and Storane
Click through the “Before You Begin” screen
On the “Installation Type screen” :
1. Select “Role-based or feature-based installation
2. Click “Next”
= Add Roles and Features Wizard

Select installation type

Select the installation type. You can install roles and features on a rur
machine, or on an offline virtual hard disk (VHD).

Before You Begin

Installation Type
® Role-based or feature-based installation

Configure a single server by adding roles, role services, and featur

! Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI
or session-based desktop deployment.

On the “Server Selection” screen :
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1. Select the server to install the Certificate service on

2. Click “Next”

Select destination server Pl il

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
(O Select a virtual hard disk

Server Roles Server Pool
Features

Filter:

Name IP Address Operating System

Microsoft Windows Server 2012 R2 Standard

Microsoft Windows Server 2012 R2 Standard

2 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

I <P|a Next » | Install | | Cancel

On the “Server Roles” screen:
1. Select “Active Directory Certificate Service”
2. On the popup, click “Add Features”
3. Click Next.
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Select server roles

Before You Begin Select one or more roles b install on the selected senver.

Installation Type Description
Server Selection _ Active Drectory Certificate Sernces
- O T (ADCS) is used to create
v Active Directory Domain Services (Installed] certification authorities and related
[[] Active Directory Federation Services role services that allew yau to issue
[ Active Directory Lightweight Directory Sennces ::?m?mm%“ilﬂdma
[[] Active Directory Rights Management Services
[] Application Server
[[] DHCP Server
v DN Server (Installed)
[] Fax Server
[W] File and Storage Services (2 of 12 installed)
[0 Hyper-v
[ Metwerk Policy and Access Services
[ Print and Document Senvices
[ Remote Access
[ Remote Desktop Senvices

W

Q== -
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Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

[ Include management tools (if applicable)

© -

On the “Features” screen:

1. Click “Next”

On the “AD CS” screen:
1. Click “Next”

On the “Role Services” screen:

1. Click “Next”

5.3. “How-to” guides
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DESTINATION SERVER

Select role services

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection = - Certification Authority (CA) is used
Certification Authority . .
to issue and manage certificates.
[] Certificate Enrollment Policy Web Service Multiple CAs can be linked to form a

Features [] Certificate Enrollment Web Service public key infrastructure.
[ Certification Authority Web Enrollment

[] Network Device Enroliment Service

Confirmation [ Online Responder

Server Roles

m| MNext > | Install || Cancel

On the “Confirmation” screen:
1. Check the “Restart the destination server automatically if required”
2. Click “Yes” on the confirmation dialog.

3. Click “Install”
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DESTINATION SERVER

Confirm installation selections e

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD CS

Role Servicas

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

< Previous | Next>°| Install | | Cancel

If a restart is required, this server restarts automatically, without
additional notifications. Do you want te allow automatic restarts?

The installation will proceed, break time.

On the “Results” screen:

1. Click “Close”

Repeat the procedure for the other domain controllers in the domain.
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Configuring Certificate Server Role

1. Open the Server Manager

2. Select “Notification” dropdown

3. Click “Configure Active Directory Certificate . ..

F'.ﬂ. Manage

I8 Dashboard WELCOME TO SERVER MAMNAGER

I Local Server
i
B} ADCS
i apps
DNS

File and Storage Services P

All Servers

n

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

" spcs 2

o Configure

il apos

Post-depleyment Canbgura

iy "'o Configure Active Directony Certificate Services on th..

i, Post-deployment Configuration

~ e

n Feature installaticn
I —
T P p—
S Foles and Features

n Festure mstallaticn
I —————————

Add Roles and Features

Task Details

G:I Manageability

Ewvenits

(#) Manageability

Events Events

On the “Credentials” screen:
1. Ensure you have entered a valid domain credential

2. Click “Next”
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DESTINATION SERVER

Specify credentials to configure role services

Role Services
To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Network Device Enrollment Service

oredentials: ———

More about AD CS Server Roles

w IW' | Configure . IW‘

On the “Role Services” screen:
1. Check “Certificate Authority”
2. Click “Next”

. DESTINATION SERVER
Role Services A
Credentials Select Role Services to configure
Se‘_bp Type 1 Certification Authoﬂty
CA Type ] Cer?ificanon Authority Web Enroliment
[] Online Responder

Private Key [] Network Device Enroliment Service

Cryptography [[] Certificate Enrollment Web Service

CA Name [[] Certificate Enrollment Policy Web Service

Validity Pericd

On the “Setup Type” screen:
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1. Ensure “Enterprise CA” is selected

2. Click “Next”

DESTINATION SERVER

Setup Type -

Credentials Specify the setup type of the CA

Role Services
— Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
] simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CAType certificates.

Private Key
rivate Key o@ Enterprise CA
Cryptography

Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.

DB T g W |

On the “CA Type” screen:

1. Ensure “Root CA” is selected, or “Subordinate CA” if this is the second server your setting up.

2. Click “Next”

DESTINATION SERVER
CA Type -
Crecentials Specify the type of the CA
Fole Services
Setwp Type ‘When you install Active Directory Certificate Services [AD C5), you are creating or extending a
pulblic ey infrastructure (PET) hierarchy. & root CA i a1 the top of the PKI hierarchy and isswes its
_ ooy sell-signed certificate. A subardingte CA recenves & certificate fram the CA abave it in the PE]
Private Key haerarchy.
Cryptography ® Root CA
L& Nams Root Cas are the first and may be the anly CAs configured in a PKI hierarchy.
3 N % =
Ny rains ) Subsrdinate CA
Certificats Database Subordnate CAs require an established PEI hierarchy and sre sutharized 1o Miue certhicates by
Carbnmatien the CA above them n the hiesarchy,

On the “Private Key” screen:
1. Ensure “Create a new private key” is selected

2. Click “Next”
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DESTINATION SERVER

Private Key

Credentials Specify the type of the private key
Role Servicas
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.

CA Type (® Create a new private key
Use this option if you do not have a private key or want to create a new private key.

Cryptography
CA Name

(0 Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
\.-'alidity Period () Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to
) irnp[w\{t a certificate and use its associated private key.
Confirmation
(O Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

ml Next > | | Configure | Cancel

If this IS the first server your setting up and the Root CA, skip this step.
If this is the second server you’re setting up, it will be a Subordinate CA and need to request signing from the root CA.
1. Select the “Certificate Request” on the screen list on the side bar
2. Click “Send a certificate request to a parent CA”
3. Click “Select”
4. Click “Next”
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o DESTINATION SERVER
Certificate Request -

Credentials Request a certificate from parent CA
Role Services

Setup Type You require a certificate from a parent certification authority (CA) to allow this subordinate CA to
_ issue certificates, You can request a certificate from an online CA or you can store your request to
CAType a file to submit to the parent CA.

Private Key
o@) Send a certificate request to a parent CA:
Cryptography

Select:
CA Name ® CA name

O Computer name

Certificate Database Parent CA: | g — o _Se

ation
oﬁ () Save a certificate request to file on the target machine:

File name: C\yp 77 ] -PRODAD1-CA.req

@ You must manually get 2 certificate back from the parent CA to make this CA operational.

More about Certificate Request

Ml Next > Configure || Cancel

1. Click “Confirmation” on the screen list on the side bar

2. Then click “Configure
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DESTINATION SERVER

Confirm installation selections s

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.
Features
AD CS Active Directory Certificate Services

Role Services Certification Authority
vices

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

< Previous | hext‘»°l Install | | Cancel

Repeat the procedure for the other domain controllers in the domain.

When prompted at the “CA Type”, you will need to select “Subordinate CA” on the subsequent servers.

Configure WinRM Certificate Template

Note: Be sure to check the Certificate Services setting updates in the following section on all domain controllers.

Open “Certificate Authority” (Use the start menu search)
1. Expand the root server
2. Select “Certificate Templates”

3. Right click and select “Manage”
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File
o N 4=

Action View Help

Ll Centification Autherity (Local)
-PRODADZ-CA

1 Revoked Certificates

] Issued Certificates

1 Pending Requests

| Failed Requests

1 |

Marne

3] €75 Recovery Agent
3 Basic EFS

il Cortificate Temoluie’ " —“‘—]mt:nnlmler

Ener

W
Plew r

uter
Wit ¥

h estrator

Help

T Directory Erail Replication
7 Dormain Controller Authentication
# Kesberos Authentication

dinate Certification Authority

Intended Purpose

Directary Service Ermail Replication

Client Authentication, Server Authentic...

Cloent Authentication, Server Authentic...

File Recovery

Encrypting File Systern

Client Authentication, Server Authentic...

Server Authentication

Chent Authentication, Server Authentic...

Encrypting File System, Secure Email, CL..
< All=

Microsoft Trust List Signing, Encrypting...

Starts Certificate Templates snapin

In the “Certificate Template Console” app

1. Find the “Web Server” template in the list

2. Right click and select “Duplicate Template”

File Action View Help

e« m o= 8o

3 Centificate Templates (prodad1.]

©:

7 e | >

Template Display Narffe

2 Exchange User

3 1psec

3 1PSec (Offline request)

3 Kerberos Authentication

3 Key Recavery Agent

] 0CSP Response Signing

3 RAS and 145 Server

3 Root Certification Authority
Z Reuter (Offline request)

3 Smantcard Legon

2 smanteard User

T subordinate Certification Autharity
3 Trust List Signing

E Ulser

E User Signature Only

Wb Server

3 Workstation Authentication

<| [T]

33 certificate ternplates

-k b o b b et b B B RO P =t =

Duplicate Template
All Tasks

Properties
Help
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In the “Properties of New Template” app
1. Select the “General” tab

2. Enter “WinRM in the “Template display name”

5.3. “How-to” guides
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Subject Name

Templates
General

Template display name:
WinRM|

[ | Publish certificate in Active Directory

| | Do not automatically reenroll if a duplicate certificate exists in Active
Directory

1. Select the “Subject Name” tab

2. Select “Build from this Active Directory information”
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3. Select “Common name” for the “Subject name format”

4. Check “User principle name (UPN)”

Superseded Templates Bxensions
stibility | General | Request Handiing
Subject Name Server

() Supply in the request

— Use subject information from existing cerificates for autoenroliment
— renewal requests (7)

(® Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify cerificate administration.
Subject name format:

Lommon name

[ ] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail [:S_m

[ ] DNS name

[ User principal name (UPN)

|_| Service principal name (SPN)

* Control is disabled due to compatibility settings.

0K Cancel Apply
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1. Select the “Security” tab
2. Select “Add”

Compatibity | General | Request Handing | Cryptography | Key Atestation

Subect Mame | Server | s |
Suparseded Templates | Secunty
Grenp oF Ubar NirTed:

o A gherecaed Usen

& Jarod Chesney (Admin) famodc XiSrems wel oo n2)
52, Dormain Admrs (M5 Doman Adming)

5, Ereerpess Agmeng (M5 Erterpese Agme)

1. On the “Select Users, Computers. ..” screen:
2. Select “Object Types

1. On the “Object Types” screen

2. select “Computers”

3. click “Ok”
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Select the types of objects you want to find.

Object types:

Rl Biitin securty piincipals |
D@S&Mm Accounts

] 1 Computers

@gqu}s
vl 5U=ers

3. Back on the “Select Users, ...” screen, Enter “Domain Computers” in the “Enter the object names to
select” box

4. Click “Check Names”
5. Click “Ok”

3. Back on the “Properties” screen, Select “Domain Computers”
4. Select “Enrol”
5. Select “Autoenroll”

6. Click “Ok”
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Compatisity | Genersl | Request Handing | Cryntograchy | Key Attestation
| hsuance Fagursmants.
Edsnmons | Security

82, Domain Admirs (NMS Doman Admins} '
52, Domain Computers (M5 Domain Computers)
A Ergemese Admns (NMS Ertepase Admrs)

Back in the “Certificate Authority” app
1. Right click on “Certificate Templates”
2. Select “New”

3. Select “Certificate Template to Issue”
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L3 Certfication Autherity (Locall || Mame Intended Purpose
4 gl nms-PRODADT-CA F Dreectory Emanl Rephtation Directery Senace Ermad Rep
1 Revoked Centificates # Domain Contraller Authentication Client Authentication, Sera
= tesed Centificates 3] Kerbercs Authentication Client Authentication, Sera
i Peading Requests 3 EFS Recovery Agert File Recovery
O FededRequests || Tpyy.ers Encrypting File System
| Cenificate Templates T Funmnsin £ ambanllig Client Authventscation, Senv
Manage Server Authentication

o New | CotficateTemplatetobsue | Serw
ol' Encrypting Fi Wstem, Sec

amd * Lation Authority <Al

Refredh Microsodt Trust List Signing
Export List...

Help

On the “Enable Certificate Templates” popup:
1. Find and select the created “WinRM” certificate template.

2. Click “Ok”

Select one Certficate Template to enable on ths Canfication futhorty.

Iete: F 3 conficabe template that was meosntly created dots nol sppear on thes sk, you may need 1o wal untl
information about this template has been replicated 1o 8l doman conteollers.

M of the carificate bamplates in the organizaiion may not b srvalabls (o your CA

For more mformation, see Ceificate Template Congepts,

Mg tended Puposs

3 My Riecovery Agert Mesy Flecavery Agert

3] OCSP Resporse Signng OCSP Sigring

51 RAS and 1AS Server Chant Authertoshon Sanver Athanbeshon

51 izt (0l seque) Clotrd ftropertac Bl

3 Smadcard Logen Chart Autherticabion. Smart Card Logen

5 Smancard Lner Securs Gmal, Chert Authertication Ssan Card Logon
5 Trust List Sigrieg Microsoft Trust List Sgrng

Huusgmnm,

T Ly R
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Create the Group Policy Object

The group policy object will automatically enable WinRM on Windows operating systems joined to the domain.

Open the “Group Policy Management” app

1.

Expand the Forest

. Expand the Domains
. Expand the Domain

2
3
4,
5

Select the “Group Policy Objects”

. Right click and select “New”

p [ WMI Filters

P a2
ob = GrcupPoIcyObEects

New
[_v 5| Starter GPOs Back Up All..
(@ Sites
5% Group Policy Modeling Manage Backups...
<, Group Policy Results Open Migration Table Editor
View »

MNew Window from Here
Refresh

Help

4 Group Policy Management
= File Action View Window Help
LA E REIRE 7 B
2 Group Policy Management Group Policy Objects in -
ﬂ Forest: Cortents | Delegation
4 5 Domains
4 —Tj Name - GPO Status WMI Filter
"
"
"
]

On the “New GPO” dialog

1. Enter “Configure WinRM” in the “Name” field
2. Click “OK”
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New GPO X

MName:
rfigure WinRM|

Source Starter GPO:

{none) v

OK Cancel

In the “Group Policy Objects” list:
1. Right click on “Configure WinRM”
2. Select “Edit”

F Group Policy Management
/@ File Action View Window Help

o 2@ c B

& Group Policy Management Group Policy Objects in e w0 o
4 £) Forest [ Contents | Delegation
4 g Domains . :
Py a2 Name - GPQ Status WMI Fiter
F o S

s Default Domain Policy 5 . None:
et o GPO Status ' m
= Back Up... i None
o Restore from Backup... M None
=] ] . root\CIMy2
i/ i Import Settings... Hona
3 . Save Report... pd None

Enabling Autoenroll of Certificate Services

In the “Configure WinRM” Group Policy:
1. Expand “Computer Configuration” — “Policies”
. Expand “Windows Settings”
. Expand “Security Settings”
. Select “Public Key Policies”

& B S N V)

. On the right hand pane, double click “Certificate Services Client — Auto-Enrollement”
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File Action View Help
e nm B Bm

U Configure WinRia [N L~ || Object Type
B Computer Configuration ] Encrypting File System
[ Policies [ Data Protection
b ] Seftware Settings [ BitLocker Drive Encryption
2] Windows Settings [ BitLocker Drive Encryption Metwork Unlock Certificate
p I hlame Reschution Policy (] Automatic Certificate Request Settings
il Seripts (Startup/Shutdown) [} 1) 1yy500d Root Certification Authorities
4 [ Security Settings (2] Enterpeise Trust
b G Account Policies 7 Intermediate Cestification Authorities
i g :"" T [ Trusted Publishers
b g Eventlog )
b @ Restricted Groups ;J::xﬂtﬂm
e i Pecple
z _% xﬂﬁ' [ Certificate Services Client - Certificate Ennoliment Policy
b [ Fle System (i) Certificate Path Validation Settings
b Eﬂ Wired Metwork (IEEE 1 Certificate Services Client - Aute-Entollment
b ) Windows Firewall with I
) Metwork List Mansger Pakcii
b g Wireless Metwork (IEEE 802.1

°4 ! Public Key Policies
1 Encrypting File Systern

1 Data Protection
[ BatLocker Durve Encryptio

Batlocker Durve Encryptio
< | i | p?

In the “Certificate Services Client — Auto-Enroll...” properties:
1. Set “Configuration Model” to “Enabled”
2. Check “Renew expired certificates. ..”
3. Check “Update certificates that user certificate templates”
4. Click “OK”
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Erroliment Policy Confguraton

Enrod user and computer certficates automabcaly

Configuration Model: | Enabled

[ Renew expred certificates, update pending certificates, and remove
revoked certificates

[ Update certificates that use certificate templates

Lag expiry events and show expiry notficatons when the percentage of
remaining certificate Ketme is
k
10 L8] %

L

Addisional stores. Use °," to separate multiphe stores. For exampls:
"Chorel, Store2, Storel”

O -« oo [ w ]

Configure Enrolment Script

Expand the following
1. Expand “Computer Configuration” — “Policies”
2. Expand “Windows Settings”
3. Expand “Scripts”

4. Double click on “Startup”
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File Action View Help

s 2@ B Bm

5] Configure WinRM [FS5s s o

4 & Computer Configuration
N
1 | Policies Startup <

p ] Software Settings

> 4 5] Windows Settings Display Properties (2] Shutdown
p [ Name Resolution Policy Description:
o =] Seripts (Startup/Shutdown) Contains computer startup scripts.
b S Security Settings

b ull Policy-based QoS
p [ Administrative Templates: Policy defini
b | Preferences
4 R, User Configuration
b Policies

—~ . .

On the “Startup Properties”
1. Click “Show Files”

[ Ede.

[ Hemowve

To view the script files stored in this Group Policy Object. press
the button below.

Show Fles. .
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In windows explorer
1. Click “View”
2. Ensure “File name extensions” is checked
3. Right click on a blank space in the window

4. Select “New”

5

. Select “Text Document”

[ Preview pare B Exbra laage ieend =] Large icani - * [ tem che beomes
[Hoests pane 55 mstediumscons 55 Smalicons [ File name extenions

¥ = 1= fon - Hide ieleched
£f b -&—“H‘ = = [ Higden tems Pyl

Layiit i W Sha2éar TidE

Hamgation

T |l = Machine » Scripts » Startup v & | | Search Startup

e es MHame Date modifsed Type
I Desitep
8 Downloads

5L Recent places o

P8 This PC

Thiis folder is empty.

Nibw
Sert by
Geoup by
Refresh

Customoe this folder_.

Wl Hitwerk

Paite

Prite shatout
0! ey rl ). Folder
Properties :ﬂ Sheros
' | &  Bitmapimage
[  Contact
i Rich Ted Decusment

|,_, Text Docupnent
I Compressed (zipped) Folder

In windows explorer
1. Rename the file to “enable_winrm_https.bat”

2. Enter the following as the file contents

winrm quickconfig -g —-transport:https

3. Save the file and close notepad

4. Close windows explorer
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[l application Teols Startup =@ X
_ Home Share View Manage i n‘
I THPreviewpane BB Eara large ions B Lage icons - ]I [E]" [ mem check boues * B

jﬂmlls pane B3 Medismicons 50 Small ioons - |i|" [w File name extendsions Yarnie ;
0 — 7 _ = 1 i
m:‘:l:? EE Ligt |55 Detaity = ::f = L Hesden mems H-\“mﬂld ":'.':.‘-MF
Paarigs Loy Ll Cuarrend wiew Sheoe hidle
T | = Machine » Scipts » Startup w -:-l | Seirch Ratup 2
4rF . Marrsg : Date imspdified Type Suge
B Desktop [ enable_winem_hitps bat 12057207 02 pu...  'Windows Batch File KB
8 Doanloads
B Recent places
& This PC
¥ Metwork
File Edt Format View Help
2 winrm quickconfig -q -traniportihteps
<
litem  1item selected 0 bytes |E| =

Back at the “Startup Properties” screen
1. Click “Add”
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To view the scnpt files stored in this Group Policy Object. press
the button below.

Ehow Fles_

1. On the Add Script Diaglog
1. Click “Browse”
2. Select the “enable_winrm_https.bat”
3. Click Ok
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2.

Click “Ok” on the Startup Properties dialog.

Configure Firewall for WinRM

Expand the following

1.

® NSk » N

Expand “Computer Configuration”

Expand “Policies”

Expand “Windows Settings”

Expand “Security Settings”

Expand “Windows Firewall with Advanced Security”
Expand “Windows Firewall with Advanced Security —....”
Right click on “Inbound Rules”

Click “New Rule”
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File Acton  Wiew Help
o 2m = Bm

' Enable Winkh [SYNADLSYINAD, SYNERTY.COM| Policy
1 & Cormputer Configurstion
7 Pelicits
B Solteane Sethingn
3 ] Windows Settings
b Murrse Resolution Poloy

! Boripts (BartupShutdown)
oa & Security Settings
3 _!E Bccount Policies

b 3 Local Policies

b Evesitleg

b g Restricted Groups

B L Sysbern Sendces

b 4 Registry

b [ File Sytern

b L Wired Metwork (EEE BO7.3) Palicies

4 | Windows Firewall with Sdvanced Security

M2

i Winduws Fircwall with Sdvanted s-uul

Ly

| Neswrark List Managet Filter by Profile

b L Wireless Network gEE|  Filter by Ttate
& ] Paublic Key Policies Filer by Group
b 0 Software Redtrction P
& ) Metwork ficcess Prote
b ) Bpplication Corral P Refresh
b B 1P Tecurity Policies on Bt Lik..,
B Advanced Audit Palic Hel

¢ ol Policy-based Qo3 - -

Wiew

Graup

Profile Enabled

There are o e fo show inthis vie

On the “New Inbound rule Wizard”
1. Click “Predefined”
2. Select “Windows Remote Management”

3. Click “Next”
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Rule Type
Selact e tppe of frewall s to cieale,

What hype of s would you e lo creste?

o Frogram
Frutbs that cordsols connaclions lof & progeam,

) Poat
Fiude that contiols connections lor & TOF o LIDF port

Predefined:
| Wwindaws Flamote Mansgsment

Fruds tht cordsoly conneclions lor & 'Windows sxpessncs,

) Custhom
Clgthorm s

On the “Predefined Rules” screen

1. Click “Next”
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Fredefined Rules
Sbech Hhay nees o b copated for this espeiencn

‘witich naes weould pou s 1o cieshs?

The: fodorng nubecs defire petwork, connectivity regquinements for the selected predefined group

Fules that are cheched vall be crested IFande slhesdy ssts and is checked, the conbents of
the: eomsting nue wall be oversritien.

Fuas:
M Fiids Esahe

1]

Peifla
[ Windows Fesmote Managemens [HT TR Ho Pubic I
o] ‘wirsdows Fesmobs Managarrert [HT TR Mo Desnar, Fiv...

On the “Action” screen

1. Click “Finish”
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Action

Speciy the schon o be baken when & connechion matches the condiions specihed inthe nde.

Sibeps:

@ Fule Typs ‘wihat action should be bakoen when a connechion matches the speciied condlions 7

@ Pisdefrwed Fubes

) % Allow the conneclion
* A Thiz inchadss connections that sie pioteched with [Psec a3 wel 52 thote sie nat

) Albow the conneclion § it i secue
This nchades only connmchons that have beern suthenticsted by wng IPisc. Cornaction:
Hiﬁhﬁtﬂlﬁuhﬂ&mh?mmmﬂmh;&rmnﬁm

) Block the connaclion

Enable WinRM

Expand the following

1. Expand “Computer Configuration”
Expand “Preferences”
Expand “Control Panel Settings”
Expand “Services”
. Right click on “Services”

. Select “New

N R v

. Select “Service”
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File Action View Help
o9 200 woz Hm 2O +

1| Configure WinEM [PRODADT.N
f Computer Configuration
b | Policies
"~ Preferences
b | Windows Settings
o (3f) Control Panel Setting
& Data Sources
i Devices
3 Folder Options
# Local Users and C
(8] Metwork Options
ﬁ Power Options
&F Printers
(2] Scheduled Tasks

? % Services.

4 wcny Mew Service
b ] Polic All Tasks lected
b | Preferences

View P

Copy

On the “Predefined Rules” screen

1. Change “Startup” to “Automatic (Delayed Start)”

LA AIRLI N WSS 0 I\-IA" o WL I-!IM'HI ans LR R LRLE L o I“ﬁ:ﬂ'\d-

Windows Management Instrumentation  Winmgmt
Windows Remote Management (WS- RYGLEU
Microsoft Account Sign-n Assistant wihidsve

2. Change “Service name:” to “WinRM”

=l
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Wait timeout if service is locked: seconds

Log on as:
(®) No change
() Local System account
| Allow service to interact with desktop

() This account:
Password:

Confirm passywsornd:

e

3. Click “OK”

Tweak WinRS

Expand the following

1. Expand “Computer Configuration”

2. Expand “Policies”

3. Expand “Administrative Template Policy”
4. Expand “Windows Components”

5. Expand “Windows Remote Shell
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File Action View Help
oo nm = Bm T

" Configune WinfM [ — ] Policy 1_

Camputer Canfiguration
[ Policies
¢ [0 Software Settings l}l
b L] Windows Sethings
4 [ Admanistrative Templates: Policy definitions (ADM
b | Contrel Panel
b ] Metwork
-] Printers
] Server
] Start Menu snd Taskbar

I
o.— ] Windows Components
1 ActrveX Installer Service

| Add festures to Windows 8.1

Select an item to

In the Settings pane:
1. Enable and Set “Specify maximum amount of memory in MB per shell”, to 1024
2. Enable and Set “Specify maximum number of processes per shell”, to 64

3. Enable and Set “Specify maximum number of remote shells per user”, to 64

Select an item to view its description,  Jetting Sifite Comment
4] Allew Remote Shell Access Het configured He
& Specify idle Timeout Mot configured No
1| Meel aneurnent bsers Mot configured He
1| Specify maximurm amaeunt of rmemany in MB per Shell Enabled He
| Specify maximum number of processes per Shell Enabled Ho
I Specify maxmum number of remote shells per user Enabled Mo
1| Specry Shell Timeout Het configured Ho

Linking Group Policy

The group policy is now complete. Link the group policy to the desired OUs, and reboot the target servers.
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Complete

This procedure is now complete, You can Create new Windows Server values in Attune and set the WinRM specifica-
tion to “WinRM 2.0 HTTPS”

5.3.5 How To Enable Windows Built-in Administrator Account

In PowerShell, you can enable the built-in Administrator account on a local machine by using the net user command or
the LocalUser cmdlet available in the Microsoft. PowerShell. LocalAccounts module (available in PowerShell 5.1 and
later). Here’s how you can do it using both methods:

Using ‘net user’ Command
The net user command is a legacy command available in Command Prompt but can also be executed from PowerShell.
Procedure

Run the following steps in PowerShell with administrative privileges.

Set the desired password, run the following command:

’$PlainTextPassword = '{password}' # Replace with the desired password

Enable the Administrator account, run the following command:

’net user Administrator $PlainTextPassword /active:yes

This command sets the built-in Administrator account to active.

Using ‘LocalUser’ Cmdlet

In PowerShell 5.1 and later, you can use the Enable-LocalUser cmdlet from the Microsoft.PowerShell.Local Accounts
module to enable the built-in Administrator account.

Procedure

Run the following steps in PowerShell with administrative privileges.

Set the desired password, run the following command:

SPlainTextPassword = '{password}' # Replace with the desired password

Enable the Administrator account, run the following command:

# Import the LocalAccounts module
Import-Module Microsoft.PowerShell.LocalAccounts

# Enable the built-in Administrator account
Enable-LocalUser —-Name "Administrator"

# Convert the password to a secure string

(continues on next page)
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(continued from previous page)

$SecurePassword = ConvertTo-SecureString —-String $PlainTextPassword —-AsPlainText -
—Force

# Set the new password
Set-LocalUser -Name Administrator -Password $SecurePassword

This cmdlet enables the built-in Administrator account.

Complete

This procedure is now complete. Your Administrator account is enabled.

Note: The built-in Administrator account is usually disabled by default for security reasons. Enabling it can pose a
security risk if not managed properly. Always ensure that it’s secured with a strong password and that you understand
the implications of enabling it.

5.3.6 How To Add Local Non-Administrator Account to the Remote Management
Users Group

To add a local non-administrator account to the “Remote Management Users” group on a Windows machine using
PowerShell, you can use the Add-LocalGroupMember cmdlet.

Add the account, run the following command:

’AddeocalGroupMember —Group "Remote Management Users" -Member "

Verify that the user has been added to the group by using the Get-LocalGroupMember.

’GethocalGroupMember —Group "Remote Management Users"

Complete

This procedure is now complete.

5.3.7 Script Snippets

Powershell Script Snippets

How To Start Attune From Local User Snippet

Saction = New-ScheduledTaskAction ~
-WorkingDirectory 'C:\Users\{winUser.user}' °
-Execute °

'C:\Users\{winUser.user}\AppData\Local\Programs\attune\resources\app.asar.
—unpacked\py\attune-server'

Stask = New—-ScheduledTask —-Action Saction

(continues on next page)
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Register—-ScheduledTask 'attune-server' -—-InputObject Stask ~
-User "{winUser.user}" °
-Password "{winUser.password}"

Start-ScheduledTask 'attune-server'

Start-Sleep —-Seconds 5

# Check that its running
Get-Process —-Name "attune-server"

How To Restart a Windows VM Code Snippet

To restart a Windows VM:

SWAIT = 10
shutdown /r /t SWAIT /c "Restart from Attune"
Write-Host "Restarting in $WAIT seconds."

How To Shutdown Windows Snippet

To shutdown a Windows VM:

SWAIT = 10
shutdown /s /t SWAIT /c "Shutdown from Attune"
Write-Host "Shutting down in SWAIT seconds."

How To Get Fully Qualified Domain Name Windows Snippet

To get the FQDN for the current host:

: :GetHostByName ( (Senv:computerName))

How To Windows Commands Exit with the Wrong Code

Windows commands often exit with a 0 code, even if the command fails. Catch errors like this using Select-String;
the Powershell equivalent of grep.

echo "Attempting to sync Group Policy..."
Sout = gpupdate
echo Sout
Sresult = Select-String —-InputObject Sout -Pattern "error"
if (Sresult.length -ne 0) {

exit 1
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How To Search for Installed oVirt VIRTIO Drivers

This command will list the oVirt VIRTIO Drivers installed on a machine:

PS C:\Users\Administrator> driverquery | Select-String -Pattern "VirtIO"

How To Set Timezone Server

w32tm /query /status
Write—-Host "Setting timezone server as {timezoneServer.fgn}"
w32tm /config /syncfromflags:manual

/manualpeerlist:"{timezoneServer.fqn}"
/reliable:yes /update

If you get the error when running the above command at line 1: The following error occurred: The
service has not been started. (0x80070426) Run these commands:

w32tm /unregister
w32tm /register
net start w32time

Bash Script Snippets

How To Iterate Over Files in a Directory

1s is not the command that expands globs to filenames, bash does that. In the following snippet, bash expands
/dev/{s,v}~*1 and expands it to /dev/sdal which is what the for loop is then passed.

# This only works if there are no spaces in the file names.
for £ in /dev/{s,v}*1l
do

echo "Sf"
done

How To For Loop Over CSV File Which Contains Spaces

Loops over a comma separated value file that contains spaces. This is perfect for Server Groups in Attune as the server
group values are stored as as CSV’s.

# The following three lines are identical as SIFS=" "

# if SIFS="," then the line with brackets around it would generate an array
# which isn't suitable for an input for this example.

VAR= ("Test 1","Test 2","Test 3","Test 4")

VAR="Test 1","Test 2","Test 3","Test 4"

VAR="Test 1,Test 2,Test 3,Test 4"

# Set the field separator to a comma,
# and echo the variables contents into the stdin of read
# tell read to produce a variable of type array

(continues on next page)
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IFS="'," read -ra items <<< SVAR

# Iterate over the the indexes of the array, not the items

# This works with for, because for will split on spaces and

# the indexes don't have spaces in them, eg 1 2 3 4 5

for index in "S{!items[@] }"

do
# Dereference the index of the array,
# This way, we get our correct value even if it has spaces in 1it.
echo "Testing CSV for loop: S{items[index] }"

done

Output:

Testing CSV for loop: Test
Testing CSV for loop: Test
Testing CSV for loop: Test
Testing CSV for loop: Test

DSw N

Examples

The following example will print the name, IP address, and FQDN for each of the servers in the appServers server
group.

IFS=',' read -ra ip <<< "{appServers.serverIps}"
IFS=',"' read -ra fgn <<< "{appServers.serverFqgns}"
IFS="',' read -ra name <<< "{appServers.serverNames}"

for i in "S{!ip[@] /"

do
echo ${name[$i]}
echo S{ip[$i]}
echo S{fgn[$i]}
done

Build a List of Iltems to Loop Over

Build a list with comments:

list=""
list+=" git" version control
list+=" vim" text editor

hard drive tools
network debugging
brute-force protection

list+=" hdparm"
list+=" nmap"
list+=" fail2ban"

S W W R H

for F in ${list}
do
echo S{F}
done

Or if you want to keep it simple:
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list="
git
vim
hdparm
nmap
youtube-dl
fail2ban

for F in S{list}
do

echo S{F}
done

How To Iterate Over FileNames With Spaces

This snippet will iterate over file names containing spaces in a directory.

echo /my/*%/dir | while IFS= read -r file
do
echo "Doing some work with ${file}"
1ls "S{file}"
done

This snippet will iterate over files that contain a string found by grep.

SCHEMA="newschema"
function listFiles {
grep —-1Ri OLDSCHEMA \
/dirl \
/dir2

listFiles | while T1FS= read -r file

do
echo "Replacing OLDSCHEMA with S{SCHEMA""} in S{file}"
# °~ upercases the first letter, """ upper cases them app
sed-i "s/CORPDBA/S{SCHEMA"}/g" "S{file}"

done

Conditional Bash Step in Attune

The following code can be used to create a conditional step in attune, that will only execute if an Attune variable is
literally t rue.

if {attuneCheckVariable}
then
echo "Check passed, will execute code"
# code to execute here
else
echo "Check failed, won't execute code"
fi
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How To Perform SSL Handshake and Save Certificate to File

The following example will retrieve the SSL certificate from a server and save it to a file named out . cer.

# Define ip and port

openssl s_client -connect ip}:S{port}) 2>/dev/null </dev/null | openssl x509 -out
—out.cer

How To Append Lines To File If They Do Not Exist

FILE=/etc/samba/smb.conf

LINES=$ (cat <<EOF

[scan]

Comment = Scans

Path = /var/scan

Browseable = yes

Writeable = Yes

only guest = no

guest ok = no

create mask = 0777

directory mask = 0777

Public = no

EOF

)

grep -gq "S{LINES " FILE} && echo "Nothing to do" || \
echo "S{LINES}" | tee -a FILE

How To Grep the Standard Error

The following example:
1. Executes perl Makefile.PL and saves the standard error of this command to a variable.
2. Echoes the standard error so that it appears normal in the Attune output.
3. Searches the standard error for a specific message and fails the step with an exit code of 34 if found.

The standard output is printed as normal.

{ stderr="$( { perl Makefile.PL; } 2>&1 1>&3 3>&— )"; } 3>&l
IFS=$'\n' echo "S{stderr}" 1>&2
grep —-gq "Warning: prerequisite" <<< stderr} && exit 34
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Filter and Save Output to File

The following example will write the complete output of a command to a file and print a filtered subset of this output
to STDOUT.

<command> | tee —a output_file.txt | grep <filter>

Exit Codes in Functions

Don’t use exit in bash functions, they should instead use return so that the calling script has the option of what to
do on failure.

If set —o errexit is set then the script will still exit with failure, but if the calling script doesn’t want that to
happen then they can add myFunc || true to stop it happening.

function bad {
echo "# bye"
return 1

t

function good {
echo "# hi"
return 0

Output:

bad; echo "# s$?"
# bye
# 1

good; echo "# S?2"
# hi
# 0

How To Piping into Functions

Bash can pipe data into functions.

There is one stdin for the whole script, and the function can read the data for this.

function pipeMel {
# Just read a line
read var
echo "One line read, it's :S{var

# More stdin can be left here, ‘read’ more of it or cat the rest.
# cat may hang if stdin is closed

function pipeMe2 {
# Now read the rest of the stdin
cat

(continues on next page)
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(continued from previous page)

function pipeMe3 {

# Now read the rest of the stdin

cat <<EOF

Here is my heredoc

$ (cat)

I've wrapped that stdin with more stdin
EOF

pipeMel <<EOF
line 1

line 2

EOF

pipeMe2 <<EOF
line 1

line 2

EOF

pipeMe3 <<EOF
line 1

line 2

EOF

How To Iterate Over RPM Files List and Install RPM if not Already Installed

PACKAGE="sglite-devel"
cd "/tmp/S{PACKAGE }"
i=0

# lists the RPMS in the directory
for RPM in =«

do
# remove the extension of the RPM
RPM_NAME_ONLY=$ (echo "S${RPM}" |
sed —e "s/\([".]1%\).x/\1/"
—e "s/\(.*x\)-.x/\1/"'
)
if rpm -ga | grep "S({RPM_NAME_ ONLY}";
then
echo "S{RPM_NAME_ONLY} is already installed."
else
echo "Installing ${RPM} offline."
yum localinstall --assumeyes —--cacheonly \
—--disablerepo=x "S5 /RPM/}"
fi
((i+=1))
done
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Explanation of sed REGEX

Reference is at https://www.unix.com/shell-programming-and-scripting/150883-remove-version-numbers-package-lists.
html

Using sglite—-devel-3.7.17-8.el17_7.1.x86_64.rpmas an example this is what the first stage sed does:

1 ’echo "sqlite-devel-3.7.17-8.e17_7.1.x86_64.rpm" | sed —e 's/\([".]1x\).x/\1/" ‘

1

[ Y S O

Gives this output:

sglite-devel-3

In\ ([".]%\) .x:
e The [~ . ]~ matches everything that is not a . zero or more times.
e The \ ([~.]*\) matches everything that is not a . zero or more times and assigns the result to variable 1.
e The ([".]*\) . matches everything up to but the first ..

* The last part . = strips away the characters after the first ..

Finally the \ 1 substitutes the the match we got in variable 1.

The second stage sed:

echo "sglite-devel-3.7.17-8.el7_7.1.x86_64.rpm" | \
sed —e 's/\N([".]*\).x/\1/" \
—e 's/\(.%\)—.x/\1/"

Gives this output:

sglite-devel

In (.%\)—.%*:
* (.*\) - matches everything before the first — and stores the result into variable 1.
e — .« strips away everything after the first —.

* Finally the \ 1 substitutes the the match we got in variable 1.

How To Check Whether SELinux is Enabled

if sestatus | grep -i "SELinux status:" | grep —-gq "enabled"
then

echo "SElinux is enabled"
else

echo "SElinux is disabled"

fi
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How To Download RPM For Offline Use

Here is an example usage of dnf to download cabextract and all it’s dependencies.

dnf download —--resolve —--alldeps cabextract

SQL (Oracle) Code Snippets

How To Get Readable Results in sqlplus

Use SQL Developer wherever possible. It is much better than sqlplus and has excellent tools for browsing the database
and debugging.

If you don’t have access to SQL Developer, you can format the sqlplus output as follows.

set linesize 400
set pagesize 1000

—-— Run a separate command for each column to be displayed, as follows.
—-— a20 means the column is 20 characters wide. Use this format for varchar2 fields.
—-— For numbers, each digit is represented by a 9

column OBJECT_NAME format a20
column OBJECT_TYPE format a20
column STATUS format a20
column PRICE format 999.99

How To Loop over a Node List

Attune node lists (formerly known as server groups) store data in comma-separated values (CSV) format. This example
loops over the replicationServers node list and updates the HOST_DETAILS table based on the CSV text values
replicationServerHostlds and replicationServerTypeList.

DELETE FROM HOST_DETAILS;

set serveroutput on

DECLARE
hosts VARCHARZ2 (200) := '{replicationServers.serverHostnames}';
host_ids VARCHAR2 (100) := '{replicationServerHostIds}';
host_types VARCHAR2 (100) := '{replicationServerTypelList}';
BEGIN

FOR row IN

(SELECT trim(regexp_substr (hosts, '[*,]+', 1, LEVEL)) host,
trim(regexp_substr (host_ids, '[",]+', 1, LEVEL)) host_id,
trim(regexp_substr (host_types, '[",]+', 1, LEVEL)) host_type,
LEVEL priority

FROM dual
CONNECT BY LEVEL <= regexp_count (hosts, ',')+1
)
LOOP
dbms_output.put_line ('Adding server ' || row.host
[| ', id=" || row.host_id
[| ', type=' || row.host_type

(continues on next page)
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(continued from previous page)

[l ', priority=' || row.priority);
EXECUTE IMMEDIATE
'Insert into ENMAC.HOST_DETAILS ('
|| '"HOST_NAME, HOST_PRIORITY,HOST_ID,HOST_LAST_TRANSACTION, HOST_STATUS,'
|| 'HOST_TYPE, HOST_NETWORK, HOST_LAST_ERROR, HOST_GROUP, HOST_SEND_TXNS, HOST__
—RECV_TXNS, HOST_THIS_SERVER, '
|| '"HOST_LAST_REQUEST_ID,HOST_TRANSACTION_TIME, LAST_SEND_TRANSACTION_
< SERIAL, HOST_HALT, '
|| '"HOST_ROLL_TRANSACTION_ID'

!

[ " VALUES (''' || row.host || '"'',' || row.priority || ',"'"'" || row.host_
—id [
[/ ',0,1, "||] row.host_type [|' , ''Default'',0,null,"'y'',"'Y"', null,null,
—null,null,null,null)"’;
END LOOP;
END;

How To Check the Grants on a User

Run this query in SQL Developer. You’ll be prompted for the user when you run the query. Alternatively run the query
in sqlplus but substitute a string in place of : the_user variable.

SELECT GRANTEE, PRIVILEGE
FROM sys.dba_sys_privs
WHERE grantee = :the_user
UNION
SELECT GRANTEE, PRIVILEGE
FROM dba_role_privs rp JOIN role_sys_privs rsp ON (rp.granted_role = rsp.role)
WHERE rp.grantee = :the_user;

How To Create Bash Script to Perform Oracle Commands as Oracle on Target Server

Option 1:

F=$ (mktemp)

printf "

alter system set COMPATIBLE='19.3.0' scope=spfile;
shutdown immediate;

startup mount;

alter database open;

"> S{F}

{oracleDbHome} /bin/sglplus / as sysdba @S$S{F}
rm ${F}

Option 2:

# Ensure ORACLE_HOME 1is set
# Ensure ORACLE_BIN is set to SORACLE_HOME/bin
# Ensure ORACLE_BIN 1is 1in SPATH

(continues on next page)
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(continued from previous page)

which sglplus

sglplus /nolog <<EOF

CONN {oracleUser.user}/{oracleUser.password}@{oracleUser.sid}
SELECT = FROM DUAL

EOF

How To Create Dynamic SQL Script from Bash

sglplus splex/$Splex_PW > S$Action_File << EOF
set HEADING OFF

set ECHO OFF

set FEEDBACK OFF

set pages 0

set lines 200

select 'alter trigger '||owner||'.'||trigger_name||' $action; from dba_triggers where
—trigger_name like 'S$SPX%';
select 'alter table '||table_owner||'.'||table_name||' modify t_updated_by_spx date_

—default sysdate;' from dba_triggers where trigger_name like 'S$SPX%' ;
@Action_File

exit

EOF

rm SAction_File

How To Use SQL to Create a File that Bash can Query

#Query the host_details for the type of host
sglplus <user>/<userpassword>@<instance> > S$tmpFile << EOF
SET ECHO OFF
SET HEADING OFF
SET PAGES 100
SET FEEDBACK OFF
SELECT host_name, host_type
FROM host_details
WHERE host_name 'S$dbname'
AND host_type IN (1, 4)
EOF

# Get the host type from the file
hostType=$ (grep $dbName S$tmpFile | awk '{ print $2}"' )
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Mako Template Code Snippets

How To Escape a Mako Variable

To stop Attune from trying to substitute a variable, escape it by enclosing it inside Mako raw text tags. In this example,
line 2 will be printed exactly as it is written.

1 <%text>
> |user=cyrus argv=/usr/lib/cyrus—imapd/deliver -e -r ${sender} -m S${extension} ${user}
3| </Stext>

How To Render a Node List value IP addresses

This code snippet renders the IP addresses of nodes in a node list on a single line separated by spaces.

The makoParameter name is appServers.

1 ${appServers.serverIps.replace(",", " ")}

5.3.8 How to configure GIT remotes with FTPS

This document explains how to configure an Redhat 8 Attune node to use FTP with Explicit for version control. This
method is a way of using the FTP protocol but in a secure way. When FTP makes a TCP connection, it is encrypted
end to end so the data can not be read in transit.

Install

Install openssl

Check to see if OpenSSL is installed on the Attune host:

1 ’dnf list installed openssl

If it is not installed, install it with:

1 ’dnf install openssl

Install GIT

Git only needs to be installed if it is not already, to check if git is installed, run: dnf list installed git

To install git, run:

dnf install git
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Install git ftp

GIT_FTP is required for the FTP Transfer. The project can be found here: https://github.com/git-ftp/git-ftp

To install git_ftp run:

# as the attune user

curl https://raw.githubusercontent.com/git-ftp/git-ftp/master/git-ftp > $HOME/bin/git-—
—~ftp

chmod 755 SHOME/bin/git-ftp

This downloads the script and makes it executable in the Attune users binary directory.

Install curl-devel package

The curl-devel package includes the header files and libraries necessary to develop applications that handle HTTP or
FTP transactions using the cURL library.

To install the package, run:

dnf install -y curl-devel

Install openssl-devel package

To install the package, run:

#as root
dnf install -y openssl-devel

Build curl v8

git_ftp utilised curl for the ftp transfer. curl Version 8 or greater needs to be installed but this is no always available
in RHELS repositories. It is important that this version of curl is installed in the users bin directory so that replacing
the system version does not cause anything to break.

Install Dev Tools:

sudo yum groupinstall -y "development tools"

Download curl version 8:

1 ’curl ——output bin/curl-8.5.0.tar.gz https://curl.se/download/curl-8.5.0.tar.gz

Extract the file:

1 ’tar -xvf curl-8.5.0.tar.gz

Change into the directory:
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’cd curl-8.5.0

Configure curl

’./configure --with-openssl --prefix=$HOME

Build curl

’make

Warning: Ensure that the install path is /home/attune/bin

Install curl

make install

Add the Attune users bin directory to the PATH.

cat <<'EOF' >> ~/.bashrc

# Add Path for GIT FTP
export PATH="SHOME/bin:S$PATH"

EOF

Source the bashrc file

source ~/.bashrc

Check that the version is v8

’curl —--version

Note: If the version is not v8, you need to check that /home/attune/bin is in the SPATH variable.

Configure the Repository

Configure the git ftp repository settings

In your project repository, run:
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git config git-ftp.user "<username>"
git config git-ftp.url "<URL>"
git config git-ftp.password "<password>"

Warning: It is not secure to store the users password in plain text. git_ftp can use the -P flag to prompt the users
password.

Note: The url must specify explicit TLS like ftpes://<hostname>:<port><path_to_file>.git The
path is the relative path from the FTP session root.

Run GIT INIT

Running git init in an existing repository is safe. It will not overwrite things that are already there. The primary reason
for rerunning git init is to pick up newly added template..

For example:

git ftp init -P --disable-epsv -v —-insecure "ftpes://10.211.55.2:21/trace-
—configuration-script.git"

 -P asks the user to manually enter the password
» —disable-epsv Disables Extended Passive Mode

e —insecure Does not check the certificate

How to use Git FTP

To push a file

In your repository, run:

git ftp push -P --disable-epsv -v —--insecure

Git FTP Reference

For a list of git-ftp reference, see: git_fip reference guide

Troubleshooting

For troubleshooting instructions, see How to Troubleshoot Git FTP
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Appendix

Prerequisites

The Prerequisites for FTPES are:
* GIT installed.
¢ GIT_FTP installed.
e CURL version 8
* OpenSSL is installed
e Curl Devel

5.4 Reference guides

The following reference guides are the technical descriptions of how to operate Attune.

5.4.1 Architecture and Deployment

This page provides a high level overview of Attune’s software architecture.

Attune is available as a desktop application or deployed as a Server for the web application.

Attune Desktop Application
The Attune App that can be downloaded, installed and run in minutes. The Attune App only runs jobs while the app
is open. The Attune application is supported on the follow operating systems:
* MacOS
* Windows
App Resource Requirements:
Minimum: 1 CPU, 512MB RAM, 500MB
Recommended: 2 CPUs, 2GB RAM, 1GB
Download Attune App

Attune Server and Web Application
The Attune Server is a headless, standalone server running in a cloud or server environment, using a Web App as the
admin interface. The following web browsers are supported:
* Brave
* Chrome
¢ Mozilla Firefox
* Microsoft Edge
Attune Server is deployed as a VM Template and is supported on the following operating systems:

 RHEL 7
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RHEL 8
CentOS 7
CentOS 8
Oracle Linux 7

Oracle Linux 8

The following diagram shows two instances of Attune server deployed in a Pre-Production and Production environ-
ments.
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Production Environment
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Documentation Instructions

App Resource Requirements:
Minimum: 1 CPU, 512MB RAM, 6GB
Recommended: 8 CPUs, 8GB RAM, 500GB
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Learn more, book an online demonstration!

5.4.2 Design Workspace

Your Automated and Orchestrated IT processes are developed and modified in individual Projects. The Design
Workspace contains your Projects.

Projects

Projects are self contained and sharable. Your Projects contain your:
¢ Parameters,
¢ Files,
e Steps &
* Blueprints.
You can have many Projects and Projects can contain many Parameters, Files, Steps and Blueprints.

Projects are version controlled with GIT integration. You can clone, push and pull Projects with repositories such as
GitHub

Parameters

Parameters are used in Blueprints and substituted with Values when a job is run. Values are mapped against Parameters
in the Plan. This provides maximum Blueprint re-usabiliity.

All Parameters have the same basic attributes regardless of their type.

A project as a minimum requires a Node type and Credential type Parameters to create a Step in a Blueprint. Parameters
can be created in the Step.

To learn how to reference Parameters in a Script read: Referencing Parameters in Scripts

Files

Your Files can be stored centrally in Attune. Files are divided into two categories:
¢ Version Controlled,
* Large Files.
Version Controlled Files
Version Controlled Files are maintained in the GIT repository. These are typically small text files.

Dynamically create your Configuration Files when your Job is run. Attune has a template engine that allows you to
deploy files which contain markup using Mako, an embedded Python language. The template engine processes the
files in a configuration archive and renders the final outputs.

More information about Mako templates, and the syntax used for the configuration archives files can be found at
http://www.makotemplates.org

Large Files

Large Files are not stored in the GIT repository. These can be large zipped directories, installation file, ISO’s, etc.
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Steps & Blueprints

Blueprints orchestrate the sequence and paralleling of Steps. Steps automate individual scripted actions. Blueprints
from other Projects can be linked into a Blueprint.

5.4.3 Plan Workspace

Your Jobs are planned to run Blueprints with substituted Values controlled via the Self-Service Portal, Jobs Workspace
or Scheduler. The Jobs are created in the Plan Workspace.
The Plan Workspace contains your:

¢ Values,

¢ Plans &
¢ Schedules.

Values
Values are substituted into Parameters when a Jobs is run. Values have different attributes based on their type.
To learn the Values type attributes read: Referencing Parameters in Scripts

Plans

Plans allow you to assign Values to the Parameters that appear in a Blueprint. You can create many Plans for a single
Blueprints with different Values assigned.

Schedules

Schedules can be configured to run many Plans either sequentially or in parallel. The Attune service must be running
for the Scheduler to run.

5.4.4 Run Workspace

Control your Jobs, debug your Steps and review your Historical Logs in the Run Workspace.
The Run Workspace contains your:
* Jobs &

* Historical Logs.
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Jobs
Jobs allow you to start, pause or abort individual Jobs. Individual Steps can be inspected and modified. Jobs can be
run from any Step in the procedure allowing you to skip sections or repeat a Step.

If a Step is modified it will be updated in the Blueprint. If the Blueprint structure of Steps is modified the Job will
need to be recreated to populate the new, deleted or reorganised Steps.

Recreating the Job will archive the current log for each Step.

Historical Logs

Historical Logs are captured after each Scheduled Job, Self-Server Portal run job and recreated Job.

The Historical Logs can be viewed in Attune or exported in either PDF or HTML formats.

5.4.5 Referencing Parameters in Scripts

Blueprints are composed of Steps, and each Step has a unique name and a number of other attributes, including a
Script, where the actual commands for executing the Step are written. In these commands, curly braces { } are used
to delimit Values which are referenced by Parameters.

In order to be used in a Script the Parameters names are stripped of any separating spaces between words and
converted to camelcase - with only the first letter of the second, and any subsequent words, capitalised.

So if a Parameter is named - This is my Name, it would be converted to: thisIsMyName.
Values are referenced in scripts as: {placeHolderName.placeValueAttribute}.

So for a Parameter with the name This is my Name of type Server, we can refer to the IP address in a script as:
{thisIsMyName.ip}.

The expressions contained in the curly braces are evaluated prior to Job being Run, and the curly brace expressions are
replaced by actual Values . In the example above {thisIsMyName.ip} would be substituted with the IP attribute
of the Value that was assigned to the Parameter - THIS IS my name in the Plan.

This substitution of Values is performed by Attune, so using the curly Brace {} notation to reference attribute Values
works with all Script regardless of the type of Script.

Value Attributes

This section details the Value attributes for each Parameter type.

OS Credential

Attributes of OS Credential Parameter type can be referenced as follows:

Value Attribute | Attribute Name | Script Reference

Name name {myPlaceHolder.name}

User user {myPlaceHolder.user}
Password password {myPlaceHolder.password}
Comment comment {myPlaceHolder.comment}
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SQL Credential

Attributes of SQL credential Parameter type can be referenced as follows:

Value Attribute | Attribute Name | Script Reference

Name name {myPlaceHolder.name}

User user {myPlaceHolder.user}

SID sid {myPlaceHolder.sid}
Password password {myPlaceHolder.password}
As Sysdba asSysDba {myPlaceHolder.asSysDba}
Comment comment {myPlaceHolder.comment }

Node

Attributes of Node Parameter type are referenced as follows:

Value Attribute | Attribute Name | Script Reference

Name name {myPlaceHolder.name}

IP Address ip {myPlaceHolder.ip}
Hostname hostname {myPlaceHolder.hostname}
Domain Name domain {myPlaceHolder.domain}
Comment comment {myPlaceHolder.comment }

Node List

Node List is a comma separated list of node Parameters (CSV).

Attributes of Node List Parameter type are referenced as follows:

Value Attribute Attribute Name Script Reference
Name name {myPlaceHolder.name}
Server serverNames {myPlaceHolder.
serverNames} as CSV
Server serverlps {myPlaceHolder.
serverIps} as CSV
Server serverHostnames {myPlaceHolder.
serverHostnames} as CSV
Server serverTypes {myPlaceHolder.
serverTypes} as CSV
The types are:
e 1 =Linux
¢ 2 = Windows
Server serverDomains {myPlaceHolder.
serverDomains} as CSV
Server serverFqgns {myPlaceHolder.
serverFqgns} as CSV
Comment comment {myPlaceHolder.comment }
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IPv4 Subnet

Attributes of /Pv4 Subnet Parameter type are referenced as follows:

Text

Attributes of Text Parameter type are referenced as follows:

Value Attribute | Attribute Name | Script Reference

Name name {myPlaceHolder.name}
Subnet subnet {myPlaceHolder.subnet}
Netmask netmask {myPlaceHolder.netmask}
Gateway IP gateway {myPlaceHolder.gateway}
DNSIP 1 dnsl1 {myPlaceHolder.dns1}
DNSIP 2 dns2 {myPlaceHolder.dns2}
Comment comment {myPlaceHolder.comment}

Value Attribute Attribute Name Script Reference
Name name {myPlaceHolder.name}
Value value {myPlaceHolder}
Please note the text
value is referenced
without the attribute.
Comment comment {myPlaceHolder.comment }

5.4.6 git_ftp reference guide

Git-ftp is an FTP client using Git to determine which local files to upload or which files to delete on the remote host.
For more information, see the git_ftp manual: https://git-ftp.github.io/

Syntax

git ftp <action>[<options>] [<url>]

Actions

Some of the common options are listed here:

e init : Uploads all git-tracked non-ignored files to the remote server and creates the .git-ftp.log file containing
the SHAI of the latest commit.

* push : Uploads files that have changed and deletes files that have been deleted since the last upload.

* log: Downloads last uploaded SHA1 from log and hooks git log.

* help : Shows the help screen.
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Options
* —u [username], ——user [username] : FTP login name. If no argument is given, local user will be
taken.
* —p [password], ——passwd [password] : FTP password. See -P for interactive password prompt.
(note)

e -P, ——ask-passwd : Ask for FTP password interactively.
e —a, ——all : Uploads all files of current Git checkout.
e —c, ——commit : Sets SHAI hash of last deployed commit by option.

e —A, ——active : Uses FTP active mode. This works only if you have either no firewall and a direct connection
to the server or an FTP aware firewall. If you don’t know what it means, you probably won’t need it.

* -b [branch], --branch [branch] : Push a specific branch

e —h, ——help : Prints some usage information.

e —v, ——verbose : Be verbose.

* —vv : Be as verbose as possible. Useful for debug information.

e ——insecure : Don’t verify server’s certificate.

e ——cacert <file>: Use as CA certificate store. Useful when a server has a self-signed certificate.

* ——disable-epsv : Tell curl to disable the use of the EPSV command when doing passive FTP transfers.
Curl will normally always first attempt to use EPSV before PASV, but with this option, it will not try using
EPSV.

e ——auto-init : Automatically run init action when running push action

URL

’protocol://host.domain.tld:port/path

For example

’ftp://host.example.com:ZlZl/mypath

Supported Protocols are:

e ftp://... : FTP (default if no protocol is set)

e sftp://...:SFTP

e ftps://... :FIPS

e ftpes://... : FTP over explicit SSL (FTPES) protocol
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5.5 FAQ

Here you’ll find answer to many common questions.

5.5.1 Attune Frequently Asked Questions

Why can’t I import or export large blueprints?

Several reasons may cause large blueprint files to fail to import or export from the Attune Web App.
1. Check that the /tmp and /home directories have enough storage with df -h
2. Check that the browser is not enforcing a download size limit by trying another browser.

3. Ensure that it is not a firewall preventing the download by connecting to the Attune server from the same subnet.

5.5.2 Troubleshooting

This page contains advice about errors and problems commonly encountered.

Attune Server and Web Application

Logs

Inspect the Attune log:

’less /home/attune/attune.home/attune.log"”

Inspect the system logs:

sudo Jjournalctl —-f

System Disk Space Usage

List filesystems

’df -h

List large files in the /home/ directory:

’find /home/ -type f -size +100M -exec du -h {} +
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Restart the Attune Service

Restart the attune service and tail the log.

sudo systemctl restart attune
tail -F ~/attune/attune.home/attune.log

Monitor the log.

Attune Application on Windows
Logs

Inspect the Attune log:

C:\Users\{account_name}\AppData\Local\com.servertribe.attune\attune.log

Attune Application on macOS

Logs

Inspect the Attune log:

/Users/{account_name}/Library/Application Support/com.servertribe.attune/attune.log

Step Errors

HTTPSConnectionPool

The following error may occur if the network latency is high:

HTTPSConnectionPool (host=" ', port=5986): Max retries exceeded with url:
—/wsman (Caused by ConnectTimeoutError (<urllib3.connection.HTTPSConnection object at,,
—~0x1162b8e20>, 'Connection to timed out. (connect timeout=5)"'))

The error message you’re seeing is related to a network connection issue. Attune is attempting to establish an HTTPS
connection using a connection pool. Connection pools are used to manage multiple network connections efficiently.

Try re-running the step after 1 minute.

5.5.3 How to Troubleshoot Git FTP

Verbose Flags
When troubleshooting the git-ftp command, the first step is to either add the —v or —vv flag to the command. This
will cause the commands output to be more verbose.

» —v Increase the output to be more verbose.

* —vv Is more verbose that the —v flag.
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Firewall Rules

Git FTP will attempt to connect the port you specify, (FTP is port 21 by default) to the FTP server.

e Active FTP: The client initiates a command connection from a random unprivileged port (greater than 1023)
to the FTP server’s command port (21). Then, the client starts listening on its original port + 1 and sends this
port number to the FTP server, which initiates a data connection from its port 20 to this port. So, the client’s
firewall needs to allow outbound traffic on port 21 and inbound traffic on random unprivileged ports for the data

connection.

* Passive FTP: The client initiates a command connection from a random unprivileged port to the FTP server’s
command port (21). When the client needs data, it sends a PASV command over the command channel. The
server replies with its chosen unprivileged port (greater than 1023), and the client initiates a data connection to
this port. So, the client’s firewall needs to allow outbound traffic on port 21 and also on random unprivileged
ports for the data connection.

TLS Handshake

A successful TLS handshake between the client and server is essential for the FTPES protocol. During the handshake,
the client and server acknowlege each other, exchange certificates and keys, and agree on a cipher.

If there is a reason that the handshake is not successful, the connection will close. The most common problem is when
the client can not verify the certificate. When the ——insecure flag is set for the git_ftp command, it will not attempt

to verify the certificate.

Below is an example of a successful TLS handshake.

[88 bytes data]
[1 bytes data]

[588 bytes data]
[161 bytes data]
[6 bytes datal]

[52 bytes data]
[52 bytes data]

Server certificate:

expire date: Dec

{ [5 bytes data]

*

subject: C=NZ; ST=CAN;
start date: Dec 14 04:35:29 2023 GMT
9 04:35:29 2043 GMT
issuer: C=NZ; ST=CAN;
SSL certificate verify result: self signed certificate (18), continuing anyway.
Certificate level O:
—sha256WithRSAEncryption

*
{
*
}
*
}
*
{
*
{
* TLSv1.3 (IN), TLS handshake, Finished (20):
{
*
}
*
*
*
*
*
*
*
*

TLSv1.3 (IN), TLS handshake, Server hello (2):
TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1.3 (OUT), TLS handshake, Client hello (1):
TLSv1.3 (IN), TLS handshake, Server hello (2):

TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8):

TLSv1.3 (OUT), TLS handshake, Finished (20):

SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / [blank] / UNDEF

L=CHC; O=Synerty; OU=DevOps; CN=ftp.local

L=CHC; O=Synerty; OU=DevOps; CN=ftp.local

Public key type ? (2048/112 Bits/secBits), signed using,

TLSv1.3 (IN), TLS handshake, Newsession Ticket (4):

To check to see if the servers certificate can be verified, use:

1 |openssl s_client —-connect hostname:port
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Client vs Server Certificates
In FTP active mode, the server will try and establish a TCP/TLS connection to the client for the data connection, in
this case, the server will expect a certificate from the client.

In FTP passive mode, the client is responsible for making the command and data connections and the server will not
request a clients certificate.

This behaviour can be seen when running the git_ftp command in very verbose mode.

5.6 Glossary

Blueprints A Blueprint is the orchestration of Steps.

Jobs Jobs are created in the Plan Portal, pairing Values with the Parameters that are configured in the Blueprint.
Running a job will perform the tasks configured in the Blueprint using the Values configured in the Parameters.

Parameters Steps contains Parameters for credentials, node details, text, and more.
Steps A Step contains the connection details and action(s) to be performed.

Values Values are substituted into a Job Parameters when a Job is run.

5.7 Release Notes

5.7.1 Release notes - Attune v23.7.x

v23.7.3

Bug

AT-1332 Push Compiled Files no longer fails when Binary Files in the Files Archive
AT-1402 Steps in step screen lists in macOS App display correctly

v23.7.2

Bug

AT-1412 Windows App successfully clones projects

v23.7.1

Bug
AT-1411 Windows App no longer fails to start with NoneType has no attribute externalUuid4
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5.7.2 Release notes - Attune v23.0.x

v23.0.4

Bug

AT-1383 Optimised Project Website Page Headings Structure
AT-1386 Push Compiled Files Screen Shows Correct Files in Archive
AT-1390 Made Project Website Structure SEO-friendly and Readable
AT-1394 Windows archive clobber/overwrites existing files

AT-1399 Upgrading to plan tree successful if Attune has no plans
AT-1405 Date times in Attune run screen logs are correct timezone
AT-1406 Renaming step updates step list in “link step”” drop down
Task

AT-1398 Added responsive navigation bar and footer

AT-1407 Upgraded to “@synerty/vortexjs@3.3.11” for websocket improvements

v23.0.3

Bug
AT-1386 Push Compiled Files Screen Now Shows Correct Files in Archive

v23.0.2

Bug

AT-1377 Edit Step Name and Step Comment causes Project error

AT-1378 Adding a text parameter that doesn’t exist to a text script throws an exception
AT-1379 Changing a parameter dropdown throws exception on run

AT-1380 Committing project fails with No attribute sid

AT-1382 Project Website Setup Meta Tags: Formatting and Arrangements

AT-1384 Remove project from parameter now also removes duplicates

v23.0.1

Improvement
AT-566 Handling Step Failures
Bug

AT-1374 Job Run Steps don’t show warning icon in tree
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v23.0.0

Bug

AT-1268 LDAP fails to find groups for users with ‘and’ in their name

AT-1269 Rename parameter does not cascade to deploy compiled file mako step
AT-1270 Copy-Step fails if the step exists in the destination

Improvement

AT-1255 Step-details replaced tabs with scrollable sections

AT-1256 Replaced all Add buttons in filter boxes with Add links at bottom of list
AT-1257 Moved action buttons at top of step tree into tree

AT-1265 Add Create Step Under Menu Option

AT-1266 Added UUID4 field for all storage items

AT-1277 Rearranged Project so git remote is with git commit

AT-1300 Uploaded EL7 releases based on branch name

AT-1310 Removed second level navigation bar

AT-1311 Decreased vertical gap between step details forms

AT-1347 Captured Attune startup exception and log them to attune log

Task

AT-731 Improve user interface to remember selected items when moving between tabs
AT-865 Enable jobs to run with Project Link steps in them

AT-1217 Implemented new plant tree UI for scrolling panels

AT-1242 Created Step De-duplicate Feature

AT-1258 Added support for mapping to any project + parameter key tree node mapping
AT-1291 Implemented Plan and Node Tree Delete

AT-1294 Updated to @synerty/vortexjs@3.3.6 vortexpy==3.4.6

AT-1338 Added logging for __hasErrors for steps

5.7.3 Release notes - Attune v5.1.x

v5.1.7

Bug
AT-1268 LDAP fails to find groups for users with “and” in their name.
AT-1269 Rename parameter does not cascade to deploy compiled file mako step

AT-1270 Copy-Step fails if the step exists in the destination
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v5.1.6

Bug

AT-1226 Remove Jobs list horizontal scroll

AT-1227 Create Push Files Step, Archive dropdown too small

AT-1228 Create “Execute Linux Script” step dropdown too small
AT-1232 Schedules fail to generate HTML for emails

AT-1233 Copy Step and Move Step doesn’t work properly

AT-1234 Schedules think they are failed after first job runs successfully

v5.1.4

Bug

AT-1141 No project is defaulted to when opening a fresh Attune instance for the first time
AT-1202 Showing archive list fails on larger Attune instances

AT-1204 Attune does not deploy unticked files in Push Compiled Files Step

AT-1205 Attune Parameters are no longer editable if exist in Blueprint but not parameter list
Tasks

AT-1190 Revert Project Export button http call changes

v5.1.3

Bug

AT-1187 Loading Files Dropdown in Steps Component performance issue

v5.1.2

Bug

AT-1184 Committed changes are lost on Attune restart

v5.1.1

Bug

AT-1108 Migration scripts do not set the PostgreSQL sequences correctly
AT-1148 Double click on create and export actions

AT-1149 Required Values are unknown before the job is created

AT-1150 Job created without Blueprint being selected
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5.7.4 Release notes - Attune v4.3.x

Attune v4.3.14

Bug
AT-643 Attune fails to connect CIFS when SMB?2 signature is required

AT-715 Attune with HTTPS enabled doesn’t enable the SSL Websocket, and nothing in the browser works.

AT-823 Replace Twisted sendmail with smtplib
AT-824 Attune scheduler does not detect Schedule failures correctly

AT-838 Logging in using LDAP user produces a list indices must be integers or slices, not str

Attune v4.3.13

Bug

AT-715 Attune with HTTPS enabled doesn’t enable the SSL. Websocket, and nothing in the browser works.

Attune v4.3.12

Bug

AT-549 Show as Text not working for Blueprints with Windows steps
Attune v4.3.11

Bug

AT-544 TypeError in ScheduleManager

AT-545 Markdown to HTML conversion no displaying tables
Attune v4.3.10

New Feature

AT-473 Implement Blueprint Documentation Export

Attune v4.3.9

New Feature

AT-473 Implement Blueprint Documentation Export

5.7. Release Notes
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Attune v4.3.8

New Feature

AT-473 Implement Blueprint Documentation Export
Attune v4.3.7

New Feature

AT-473 Implement Blueprint Documentation Export
Attune v4.3.6

New Feature

AT-473 Implement Blueprint Documentation Export
Attune v4.3.5

New Feature

AT-473 Implement Blueprint Documentation Export
Attune v4.3.4

Improvement
AT-484 Create full blueprint to zip file export for DIFFs
New Feature

AT-473 Implement Blueprint Documentation Export

Attune v4.3.3

Bug

AT-474 SUDO steps do not work with Mac SSH server
Attune v4.3.2

Bug
AT-466 Values in plan are not sorted alphabetically
AT-474 SUDO steps do not work with Mac SSH server
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Attune v4.3.1

Bug

AT-467 Wrong tooltip displayed when selecting Add in Windows Node Values
AT-471 Schedule jobs do not appear in new jobs UI

AT-472 Creating a new blueprint links it under the currently selected group
Task

AT-469 Pull files step shows “Deploy Path”

Attune v4.3.0

Improvement

AT-456 Add SSH port support to Attune

Bug

AT-455 RootResource.py”, line 55 - No module named ‘app’

AT-457 New windows servers don’t have default win rm type selected RM_V2_HTTPS_NTLM
AT-458 Tooltips pop up and get in the way of buttons

AT-460 StepShellPrompted fails with sudo: no password was provided

AT-461 Users are not prompted to enter the domain field

5.7.5 Release notes - Attune v4.2.x

v4.2.5

Bug

AT-417 v4.2.0 pre-release testing bug fixes

AT-453 Opening files in Files screen sometimes fails
Task

AT-391 Code Sign Windows App

v4.2.4

Bug
AT-417 v4.2.0 pre-release testing bug fixes

AT-446 “npm run electron-prod” builds cause the job result log to not show time, severity or colour

AT-450 Attune procedures fail to export on windows

5.7. Release Notes
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v4.2.3

Bug

AT-416 Angular JS styling to match new Angular 11 screens
AT-417 v4.2.0 pre-release testing bug fixes

AT-422 Opening a Dynamic File causes a Save Successful message
AT-435 Attune fails to open app window macOS sometimes

AT-440 App, Deploy Dynamic Files, assert exists == os.path.exists
AT-441 Uploading file on windows fails “[Errno 13] Permission denied”
AT-442 Directory object no longer deletes files

AT-443 Win: MakoPaths and Archive Editing fails

Task

AT-439 BUG: Job Details / Mapping screens continually reload data

v4.2.2

Bug

AT-429 v4.2.x Whole page scrolls for all panels, in Jobs, Inputs, etc

AT-430 ‘PlanUnsetPasswordTuple’ object has no attribute ‘id’

AT-436 Plan Mapping scrolls the whole page, and not a lot is shown on the page
AT-437 v4.2, Attune App scrolling is broken on inputs and job pages

Task

AT-438 Make config.cfg file redundant for app

v4.2.1

Bug

AT-426 Cannot create new Job instance

v4.2.0

Improvement

AT-407 Rename parameters, values, blueprints and files
AT-414 Upgrade Dashboard to Vortex + Ant.Design

Bug

AT-416 Angular JS styling to match new Angular 11 screens
AT-417 v4.2.0 pre-release testing bug fixes

AT-418 Scheduler UI has no data in v4.{0,1}.x Attune

AT-419 4.x job screen doesn’t download job instructions
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AT-420 v4 Job edit, showAll is not working

AT-421 Running job from dashboard fails to display job failure alerts
AT-424 Disable Plan export to DocX for App Builds

Task

AT-412 Add serverld to password encryption key

AT-413 Schedules’ Plans Deleted or Not Displaying

5.7.6 Release notes - Attune v4.1.x
v4.1.7

Bug
AT-366 Server Group Values aren’t displaying correctly
AT-369 Unable to Abort or Add New Job after List Index Out of Range Error

v4.1.6

Improvement

AT-297 Duplicate Step

AT-395 Implement pure python file deployments to Linux

AT-401 Implement Pull Archive support

Bug

AT-365 Steps Page UI Not Working

AT-366 Server Group Values aren’t displaying correctly

AT-369 Unable to Abort or Add New Job after List Index Out of Range Error
AT-373 New Jobs UI Doesn’t Show Error When Plan has Unmapped Variables
AT-377 Deploy RPM Archive Fails

AT-378 ‘Steps’ page on Synerty’s Orion Environment Attune Server is not displaying correctly
AT-396 Fix SQLite errors for procedure imports

AT-397 container-fluid doesn’t work on plan and step screens

AT-400 Trying to run a job raises List Index Out of Range after steps have been moved
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v4.1.0

Improvement

AT-251 Make LDAP config more flexible by taking the full LDAP stringa
Bug

AT-364 V4 Drag and Drop upgrades do not work

Task

AT-367 WIN: Setup Development Environment

AT-375 WIN: Package app to exe

AT-380 DevOps: Create Windows Gitlab Runner

AT-381 DevOps: Setup packaging to create Attune tags.

AT-382 DevOps: Create windows package pipelines

AT-383 Release: Create attune updates and analytics server

5.7.7 Release notes - Attune v4.0.x

v4.0.0

Improvement

AT-268 Upgrade Python to 3.6.8

AT-317 Move Attune LargeFileRequest to txHttpUtil

AT-319 Adapt Attune to use the latest VortexJS/VortexPY from Peek

AT-324 Implement PLPython3 calls

AT-325 Write all job updates to the DB and remove memory caching (Log, Progress, State)
AT-326 Change all loads of job status to load from the DB with PLPython3

AT-332 Create new Angularl0 jobs page

AT-358 Style Login Screen

Bug

AT-253 gitpython 3.x.x doesn’t run in Python 2.7

AT-316 Attune ‘Deploy Archive’ steps use blowfish cipher for large files by default.
AT-363 Unable to export procedures as text or .atp files

Task

AT-351 Reformat with Black, Prettier and fix TSLink
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5.7.8 Release notes - Attune v3.1.x
v3.1.1

Improvement

AT-349 Package Attune with pysmb==1.1.27
v3.1.0

Task
AT-345 Update Attune navbar to show ServerTribe, update Fonts
5.7.9 Release notes - Attune v3.0.x

v3.0.29

Bug

AT-342 LDAP doesn’t work for simple / non role based use cases

v3.0.28

Bug
AT-337 Job List and Dashboard Lists cause high Attune server load

v3.0.27

Bug
AT-304 WinRM steps fail with “Preparing modules for first use”

v3.0.26

Bug
AT-304 WinRM steps fail with “Preparing modules for first use”
AT-307 Fix kerberos dependency issues when deploying Attune offline

v3.0.25

Bug

AT-283 TCP Ping steps take too long to timeout, and end up not noticing servers being down.

AT-304 WinRM steps fail with “Preparing modules for first use”
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v3.0.22

Improvement

AT-306 Add “Download Procedure as Text” support

Bug

AT-307 Fix kerberos dependency issues when deploying Attune offline

v3.0.21

Improvement

AT-306 Add “Download Procedure as Text” support

Bug

AT-259 SECURITY Plan Manual export DOESN’T mask passwords - It needs to do this.
AT-303 Emails from scheduled tasks fail in v3.0.20

AT-304 WinRM steps fail with “Preparing modules for first use”

v3.0.20

Task
AT-299 Add support for Windows Kerberos authentication
AT-300 Highlight changes when importing procedures

v3.0.19

Improvement

AT-290 Archives: Make Table of Contents list update on Lock/Unlock

v3.0.18

Improvement

AT-320 IPv6 Subnet - Add variable for subnet bits, not 255.255.255.192

Bug

AT-275 Creating job creates duplicate steps when steps are present twice in procedure
AT-279 Plans some times show duplicate variables

AT-280 Attune doesn’t print the last line of log output

AT-281 Attune doesn’t handle private key decryption failures.

Task

AT-288 Change release build from pip download to wheel

AT-291 Add PowerCLI and Boot ISO steps to Attune install instructions
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v3.0.17

Improvement

AT-255 Make deploy locked tar files use the OS ssh command instead of piping it through pythons SSH
AT-256 Improve performance of SQL queries to update the UI due to slow HyperV performance
AT-258 Implement support for SSL

## New Feature

AT-249 Implement support for parallel steps

Bug

AT-236 Download plan as HTML links don’t work

AT-247 “Product of Synerty” should be “Powered By Synerty”

AT-254 Fix compatibility issues for macOS

AT-260 Template config step Generic Server parameters don’t show

AT-262 Scheduler no longer stops on a procedure that fails, it carries on

AT-263 Add more ForiegnKey ON_DELETE constraints

AT-264 UI Job undefined execute value bug fix

AT-265 Schedules fail to generate job log

AT-267 Schedule Repeating

AT-272 Deploying windows archives exceeds attunes file-max ulimit

AT-273 WinRM steps fail with error message XML “Preparing modules for first use.”

AT-274 Plans should allow windows/linux server/cred values for the “generic” variables
v3.0.14

Bug

AT-243 Server Group value items don’t have an order

v3.0.8

Improvement
AT-238 Add support for LDAP Auth against different AD DS folders
Bug

AT-239 Improve error message from database integrity errors
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v3.0.2

Bug

AT-232 Error while importing procedure : null value in column “osCredId” violates not-null constraint
AT-234 Download results fail when there is a # in the name

Task

AT-235 Update DnD upgrade to v3.x.x

v3.0.1

Improvement

AT-228 Convert Attune update and packaging to use pip and systemctl for init
AT-229 Add log rotater to logging setup

Bug

AT-231 Values are not imported with the correct inherited class

v3.0.0

Improvement

AT-220 Add support for RHEL7 installs

AT-221 Update licensing metrics to schedules and target servers

AT-222 Add support for AD authentication, via LDAP

AT-223 Add support for multiple uers

AT-224 Move built in product docs to read-the-docs

Story

AT-230 Exporting plan to HTML silently fails when passwords are not set
Task

AT-225 Upgrade UI to angular 6

5.7.10 Release notes - Attune v2.0.x

v2.0.7

Bug

AT-219 Proc Import fails to convert Values from Generic
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v2.0.6

Bug

AT-213 Scheduler - can’t compare offset-naive and offset-aware datetimes

v2.0.5

Bug

AT-192 Procedure import existing variable matching is case sensitive
AT-196 Password can not be decrypted, it needs to be reset.

AT-197 “successfull” spelt with one 1

AT-198 Job screen shows UTC times on job screen

AT-199 SSH step deletes askpass file before sudo reads it

AT-204 failure to import Attune v1.4 procedure into Attune v2+
AT-205 Support expired email is sent every 5 seconds.

Task

AT-59 Logging in as sysdba with no user/pass and with SID fails

v2.0.4

Bug

[AT-191](https://servertribe.atlassian.net/browse/AT-191) Procedure import/export has old placeholder / placevalue
names

v2.0.3

Bug
AT-165 Some plans can’t be deleted because BuildExecuteResult exist

AT-188 Can not download archive files that have # in the name

v2.0.2

Bug
AT-189 createExecuteBlocking - not persistent within this Session

AT-190 Attune v2.0 doesn’t create fresh db correctly
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v2.0.1

Bug

AT-175 ‘NoneType’ object has no attribute ‘compileTemplate’

AT-185 compileTemplateBlocking() takes exactly 3 arguments (2 given)
AT-186 Deploy templates can’t access ServerList.servers, detached attribute

AT-187 Licensing fails with Settings.py unicode problem

v2.0.0

Improvement

AT-166 Rename Placeholders to “Variables”

AT-167 Rename Placevalues to “Values”

AT-168 Rename “Executions” to “Jobs”

AT-170 add “Select all / unselect all”” buttons to procedure export
AT-177 Replace the executions and procedure tree

AT-178 Encrypt passwords in database

## New Feature

AT-102 Encrypt stored passwords and ssh keys in DB

Bug

AT-153 Scheduler has issues around the month barrier

AT-162 CIFS File deployments fail on windows 10

AT-164 Attune never deletes archived exceptions

AT-169 Add “Mask response text” feature to interactive shell step

AT-179 download large procedures fails

5.7.11 Release notes - Attune vi1.4.x

v1.4.3

Bug

AT-156 Deploy archive to windows fails (connection refused)
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v1.4.2

Improvement

AT-158 The IPv4 subnet placevalue needs a default gateway

Bug

AT-50 ‘DeployCifsDirectory’ object has no attribute ‘kill’

AT-157 Plan HTML/Word exports are missing support for “Tcp Ping”

AT-159 Replace existing deploy template archive step doesn’t update linked files
AT-160 Spelling mistake in execute tooltip

vi.4.1

Improvement

AT-149 Doc Update - Add IPv4 placevalue to attributes page

v1.4.0

Improvement

AT-123 Archives screen needs search/filter box at top left similar to placevalues, etc
AT-133 Procedures screen needs search box

AT-143 Show placeholder comments in plan

Bug

AT-122 Db session in deferToThread need to expunge all and close

AT-125 Shell Step, with Perl doesn’t load environment

AT-127 Typo, “schell” in “There is a \r in the *schell* script, this will be removed”
AT-134 Deploying tar.bz2 generic archives fail

AT-136 SSH authentication fails on fresh RHEL 6.8 VM

AT-137 Deploying generic tar.gz unlocked archive fails.

AT-138 Archives list doesn’t independently scroll

AT-139 Download locked archive fails with ng-route

AT-140 Create IPv4 Network placeholder / placevalue

AT-141 Show text placeholder name in placeholder screen

AT-142 SshCmdResponder is missing cursorForward method

AT-144 Deploying template archive fails when SSH keys are missing

AT-145 Implement HTML Plan Document Download

AT-146 Total progress fails to show when remainder has decimal place

Task

AT-106 Create Attune documentation for v1.4.0 +
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5.7.12 Release notes - Attune v1.3.x

vi.3.4

Improvement

AT-119 Add support for referencing Server List from text
Bug

AT-118 Attune can’t use place value attributes that are ints

AT-120 sort drop down list for place values in plan screen

v1.3.3

Bug

AT-114 sudo: unable to resolve host causes ServerID gen failure
AT-115 License spelling mistake in license entry box label
AT-116 RHELS requires full path to dmidecode for license

99

AT-117 License fails, “sudo: sorry, you must have a tty to run sudo

v1.3.2

New Feature

AT-113 ServerID generation repeats last 4 chars twice.
Bug

AT-111 attune ignores sudo dmidecode if it fails

AT-112 Scheduler power button isn’t set properly on page load

v1.3.1

New Feature

AT-108 Add licensing

AT-109 Add master scheduler enable/disable switch

AT-110 Add “show password” checkbox to placevalues

Improvement

AT-97 Format the seconds count for progress bars, 3m, 40s instead of 220s

AT-98 PG doesn’t create indexes on foreign keys by default. Add these to the ORM model
AT-100 Add “with_ploymorphic = ‘*’ to improve performance of loading joined table inheritance.
Bug

AT-96 Stopping an execution causes it to display green in the dashboard and the execute list
AT-103 Uploading files to Attune archive causes error message

AT-104 Showing Last 20/20 line only ever shows 20/20 on execute screen
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## Task
AT-99 Move auto-list-panel-height directive to RapUI

v1.3.0

Improvement
AT-23 Resize Plan and Group Step comment fields

AT-71 Convert remainder of Plan and Execute screens to use AngularJS

AT-72 Change Attune Web App from full html page reloads to dynamically loading content as required.

AT-73 Add support for archiving executions to disk

AT-75 On execute screen, highlight failed executions as red

AT-76 On execute screen, add total progress bar

AT-77 Add support for filtering out scheduled executions

AT-78 Add success/failure colours to scheduled task list

AT-79 Display the summation of the time taken by sub steps in the group step on the execute screen
AT-80 Add copyright and separate build number on Attune version

Story

AT-63 Create dashboard for running plans

Bug

AT-22 Old style handlers, such as the edit step popup, send data to all clients
AT-29 Show/Hide button missing from plan popup

AT-31 Executions need to ignore updates if its older than the last update.

AT-62 Setting keep executions to O causes Attune to only run the first procedure
AT-70 Some parts of Attune still refer to the software as SynBUILD

AT-74 Deploy archive does not auto bootstrap linux ssh keys

AT-81 StepWindowsCommandRunner throws exception when it fails to connect
AT-82 151204 Alembic won’t upgrade due to python import dependencies
AT-83 Rename the system menu option to upgrade

AT-84 Improve performance of execution data base interaction

AT-85 Buffer and cache the result updates to the UlI, including log lines

AT-86 Add build number to Attune build file name
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5.7.13 Release notes - Attune v1.2.x
vi.2.4

Bug

AT-44 Bootstrap fail causes invalid ssh keys to be used

AT-45 Step shell prompted fails with expected string, got tuple
AT-58 First deploy template config step fails in fresh attune server

AT-65 Prompted response responds with twice to some inputs.

v1.2.3

Improvement

AT-32 Make procedure export contain date and server exported from

AT-42 Create deploy script, run cmd with script

AT-52 Move to use our PyWinRM Fork

AT-53 WinRM, Lack of useful error messages when script is broken

Bug

AT-35 Scheduler continued to next procedure when last procedure failed

AT-37 Running steps in thread causes issue when adding log lines

AT-40 Convert execute progress bar to simple green progress bar

AT-46 Deploy template archive errors on rsyncing to git

AT-49 Procedure import needs facility to upgrade schema on import

AT-51 Infinite loop if the directory can’t be created when deploying CIFS archives
AT-54 Running really long powershell scripts exceeds windows command arg length

AT-56 Plan shows both drop down and text place values in chrome

v1.2.2

Improvement

AT-21 Set web page title based on server name in settings

Bug

AT-18 ShellPrompted step doesn’t clean \r from script

Task

AT-19 StepGroup and new Sql, Shell fields missing from import “replace existing”
AT-20 Make Attune auto bootstrap SSH access
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vi.2.1

Bug fixes and added interpreter option support for shell scripts.
Improvement

AT-14 Add interpreter option support for shell scripts

Bug

AT-11 Oracle step commits at the end, sometimes this is undesirable
AT-12 Importing a procedure with no content archives errors out
AT-13 Successful imports need to refresh the procedure screen
AT-15 Imported steps don’t link to new archives

AT-16 Imported new archives were using existing archive files

AT-17 Pending sessions can cause drag and drop upload to lockup
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